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MARRZIEE A DM R AMINGE, aT& APN EM-ER VPN FRIIIERIFEESL . TREE PLC IR, i&
R PLC THIER. ZRATENE PLC FTEXHHER. TRAKIBARS,

BEMKT 4G LTE, Wi-Fi. REMA <. BLARIEHO (2LAN #1 TWAN/LAN) 1 VPN ER AR, ENRERELHNEERK
EEASRNHERD, BRUUEEERBEEZBECHNANLE,

CENCIWEFPIMSHEIANEMERBEMNEE, EEEE M2M T UMBEMER. WRSHSBA. KENEBA. EA
FEEN . RERBM. AGV /NESHS,

1.1, oS

I

fRETS
B =2TWRI, EEH%, BIHFPFRIP30;
B XEFKTFREREHRE. #8, SNARELR;
B EHEEDCI-36VEAN, AEFEBERMERTF;
B EHEORE. BREKPEFSSERF,
B RNEREGEG, WEERN. BEE, BRERRE.
HAMRE
B R 4G WK, @MTRS 3G/26 WEFITN;
B XIFEHMEN. 4G/3G/2G FIX . XFF APN/VPDN £RF;
B ¥ QFN-8(5X6) #EKE(E eSIMMA R, TEHF;
B RHL/AG/WIFI ZRNENEL . SMEETIRENINEE;
B ¥ 2.4GHz SR WiFi, X¥5 AP/STA/PH SRR,
RERK
B RHRMANINRE, ILEREHEEREE;
B XEFBACRS, HERERAFZEPIUER, REEHERE;
B YHEIBEACITHBHRAFANEMR, TEEMEAR IP;
B A VPN(PPTP, L2TP, OpenVPN, IPSec, GRE)f1ZE VPN fiZIhEE;

m

B 35 1*WAN/LAN, 2LAN, 3Z# VLAN RI9Ih8E;

B XERBACELR (REHUZEWMAR) oI =XKEERBHE;
B WAN O3 PPPOE, #7 IP. DHCP Client ZfEAAR;

B Z¥FDDNS, #&EEH. SFiAnBHEUREHSETFMIESE,;
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B ZREFIXEE, NAT. DMZ, ixO%K. HiEREE,

1.2. BEASH

USR-G806 ZRIINRIRABRIESEENR SEER, AP @ ERKi#TIER:
USR-G806 &7 ixH

B USR-G806 USR-G806-43 USR-G806wW USR-G806s USR-G8065-GNSS
FEm R SERE = itERE Wi-Fi 032 AR w0 ENLAR
EZEE B BLE:2/3/4G £ Wi 2@ 2ME 2@
Bf5: 4G
Wi-Fi AP AP AP/STA/hik AP AP
BRESHIER REESHIER BF Wi-Fi @S REESHIER BRESHIER
[l TWAN/LAN+TLAN | TWAN/LAN+TLAN | TWAN/LAN+2LAN | TWAN/LAN+TLAN | TWAN/LAN+1LAN
RE eSIM -- -- v -- --
g0 -- -- v v
GNSS Efi -- -- -- -- v
R~ (mm) 100.0%94.0*29.0 104.0*102.0*28.0 90.0*84.0*25.0

USR-G806w BEHBEBSHIN T %!
£1 USR-G806w EA 2%

Y= B /%
FERER 4G TR IEHER USR-G806wW
R O X B 4P 10/100M RJ45 B3ER MDI/MDIX, BE%& 1.5KV BHFRE 5P
AN H% WAN O 1* WAN/LAN
BLLANO 2*LAN
WIFI T4 B 15N 3245 |IEEE802.11b/g/n, 2.4GHz
X% 2 /N/5dbi B I8 SRR KR &
WIE] R AP/STA/th#k
RO 2 *SMA-K (4MERFL)
MIMO 2x2
BEER =W T &S ok 500m
T{TEZE 130Mbps
TDD-LTE 47 30Mbps
& Band 34/38/39/40/41
f T{TEZE 150Mbps
: FDD-LTE LF17iEZE 50Mbps
Band 1/3/5/8
uMTS TATER 42Mbps
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L47E=R 5.76Mbps
B1/B8
T{TEZE 3.1Mbps
CDMA2000 LE17i#E=E 1.8Mbps
BCO
TITER 4.2Mbps
TD-SCDMA Lf7EE 2.2Mbps
Band 34/39
TTEZE 296kbps
GSM/GPRS/EDGE 171 236.8kbps
900/1800MHz
SIM £#& *#FHB#A Nano £
SIM RN 1*SMA-K (4MERFL)
X% 14N /3dbi BIRK %
R Reload —REIREHTIEE
1ERKT REIERIT BiE. WIFI, 2/3/4G. {§5@EHE/TRIT. WAN O. LAN O
e THERE -20°C~ +70°C
FERE -40°C ~+125°C
N~ TERE 5% ~95%RH (LIRE)
EFEE 1% ~95%RH (TLHE)
e B E DC 9-36V
e ERHAE £ DCI2V 8T, FPHER 260mA, FAER 500mA
N DC #RAE 5.5*2.1 BREED 2P H& KT
F R~ 5.08mm-2, B&RREEE
<HESH>

x 2 USR-G806w IhiE&

LB DC12V 163mA 263mA

2 DC12V 249mA 500mA

W DC12V 260MA 500mA
1.3. WKREERIT

®3 BERTHREAR

PWR rBEKR

[zl MOMEBANTIE, HIEBENREK
WLAN WIFI E¥ TER =

2/3G IERAT BN 2G BB RIT=E
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XM 3G BTEERIE R =i
BXM 4G B, AeMEeERIH=E
ESRE 5% =E—

5 =EZN

1.4. R~T#R

102

42.36 . 21.35

T AR

GROGW A1 fL < P
1 USR-G806w R~TE
> REHNT, BUEEIL, RESNREH,;
> KES/SEIN 104 *102.0* 28.0mm (REWEF, REARKEE) .

2. EMBREREA

2.1, EEWE

BX{EH USR-G806w i&&HY, oTLAUEE PC iE#E USR-G806wW B LAN [0, SEiEE L WLAN £4, AEA web EEREHE
BE., BIABRT, USR-G806W Y AP BRIAZFRA USR-GB06W-xxxx, IP HINtFIAFE. ZENT:

£ 4 USR-G806w MEERINIREE

e RNRE

SSID USR-G806wW-XXXX
LAN O IP 3bik 192.168.1.1
BFP& admin

SRR s EA o
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AT admin

b os oA WWW.USF.CN

B PCHILLM-E, USR-GB06W BIZRIA SSID 3 USR-GBO6W-XxXX, 1EE PCIMAXNEAME , S L& EEFE, 5T
FFXEES, FEMUEAEA 192.168.1.1 B, BEABFZMZEE (978 admin) , ARRTHIAER., MASEI USR-G806W
BEIERE., USR-GB06W EIBTEENIAT I,

BAEINEME!

REER

ERABPEEE.

APE: admin

=5

T

FEEAMEREATRAR http://www.usr.cn/

2 BERRHE

2.2. IpgESIEE

EMRNAARIRER, TJUEFEEERN—ESE,

K& FEETRENEMRES . EHIRA. BBAX. DHCP IER. BITRESE;

BR%5: BEA=BR% . DDNS. SNMPD;

MZ: WAN. LAN, 2N, NER. UREEEESEE;

VPN: B & PPTP, L2TP, IPSec, OpenVPN. GRE. VPN E#ERETR% VPN 55

BAKEE: IRBHAMME, KO%KK. BEE. HE2REER;

R4 TERLHEANGRE, QFEE. RENERS . #&EEK. RKEHRE. BHARE.

vV V. V V VYV V

23. MNARERH

TEAINAREE,
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SERVER ﬂ

ELuf

LAN

3 ERAREE
<ii BB>
>  HBFEEHEm, LB USR-G06w BG4 LAN OE WIFI #0O, RiFaim;

> MREAZEFIR, EFEARE, @B LI
> WMEERRNERE eSIM K, BXZNEREQFER.

2.4. B3 eSIM FELZINEWSEHIE

2.4.1. LRZNFRIELSE

SLZINERNEERFEHE. BMHE. FH.
SB—: FRFHITFMERENS Z#85IMEE,
SR EPCHERR—IMKFEREAZ-DM,
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WWW.UST.CN

REEE - @
HAEE o RxFE e _FICER_93 £ 5=z O X
o
R
E kS _R%ER 93 me: USR-G806w-43 e
J§ SN: % - IMEI: 8t

=5 V1,004 iEfiE: = ¢
EE: - IcciD: &
- FsbE: 5 SR - —

=0T LS 93
W @ FEYMLE (A -- +

3
BRHIRE SIMEER 7

s e

BFER
ICCID: 5 +5: = & ®E%
E: == bt 56 EAMENE MRS
EENIE:
i
BERER

E 4 RE SIM FXEBRE
FR=. FNA—ARRERTMILZIAIL.

2.4.2. SIM R E 2R

EEELZABLEA: http://cloud.usr.cn/document/sim/116.html
WIZANMEL: http://cloud.usr.cn/document/sim/122.html
Hie# (5 eSIM RS HIBIBFEEEAYEMEFEAIRE: http://cloud.usr.cn/document/sim/80.html

2.4.3. HAthiReA

> WEBSNESIM R, STTREERBASER SIM R1E, BARLNINE SIM RIEABSMINE SIM REXN, MESHMIE
& SIM REARERALT T2,

> WMEHEBBIZKEHFTEEH eSIM, ERB——#HTIEINE, FMERER, SAGEWIE,; NEEFHES
BiER, RIAREER eSIM BIERBAFMH,

> EER: eSIM RHZRINEMRHNERD, REEBEP—IAR, TERA.

3. RitAMEIE

3.1. SHAMET

DM St AN o] LIS FMEFMERMERMAMNHT N, AEZFFNRM PCIx TR, BT RERAKN, o]LH| PCHF
iz iz, EREERARRFNIRE (FzRink PLC, TE) . EXIIERES PLC. TENAR, £/H DM FEa+
U REEHBRIW T B BERN TR SRR,

NEML: TILMIERSERZENLHESEE,

EBRME: aIXMPOEREFIERZEBNLIHEREE, FIRSFRIREKRKZBARTEE,

WEE: BESMRERZAUR, PCHIFNEIEANGERAF, BHBMEERNFIRERZ LR,
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[ E=EEpIIZES ]'=>[ el ]=> [ NI R A 3 ]

3.2. WEHRINES

DURETTE

EmromTE =
B EEASLEEONTE EIPCRIEEEDNTE

BT EEITEEONTE

E LTS

5  @AMiE

3.3. HEHMMX

SR EAMEAMEASVSIRSN 40,
SR BRRIBEINEREREZHRMRERE;
FR= REFFMRERD.

- =78 & EES - ©

/"\’ ~HiRAR
USR Cloud
[ .

11:29 ! -

SN
& *MAC/IMEI: 8
8 EfIAH FAE] BERM
FHNMIFGE R @ eEEs R R

many: @

aAEEE: (OB
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34. HEEAEAN

BEXMikE A USR-G806w i8BE

7E03: DM RtiEMF & PC ikt : http://cloud.usr.cn/, ERARKSER PCIHEE.
BENLRBAN, AEBEFUHTNTERE, BAFZSRIABAHEAZR, MOSEEREELETHTERAANA

o

o

& BATIEHE SiM A ) Englis
,K W\W.r.L;_an o S el 83 Enolen G a
FIEEE [k
[~}
(=)
EARELE (o) %
<]
TEERIERRY, BITSD-VPNEABRITIRERE, REETE, oA T AR RN
SR, SRVPNEEL RS SR, ﬁl /ﬁ @
. w
BLRARGS: o R 2
i | Uy s ca
H EATCIERS: TR S ENIVPNIARE, RS, RN %@«" i g 5
i g s S o
o "R,
X SRS AT (IR, MZGIRES RS e ST e S, o “EJ% W}Jg
XSRS EPCHERTNE BN, FESIMI, BEEETLIRE, bk W > | g
8y S | &
& Rt
RS *‘“4’» g
X R SRR TR, iEQ@‘*’“
X EREPLCHHR: TR B R e S B F R, =
* THSHGRAERNR: BRIUFHa, EEMTHETE.
KRBT SRR TSI TSRS,
BN NS AN, SR ERCEEN, EREE, TR TS
£, SRRSO SRR,

MAMARIX —SHHTIREARR AR, SRR, IhsSTEEEt, Ein. EE6E.

V200

6 HP EBIE
TR SE-IHENE

BUEERILE
3 IREERAIMESETR

SV RNiLR, KRR 2 & 806w HHES,

236 BirhEE
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W TR | BXR A A USR-G806w i$3BB$
s FkABESE

FR= FMBHRE
ER: WRINLIRET IP NEEESS LAN (3 WiFi) EROKRIRE (F: 3.2 SHIMNEDH PC-1 M PC-2) , HFERKZRIRER
ERHS IP (MLIHIREN DHCP B, TJRFAELKIRESEN IPSBUBER) .

PC-1

192.168.1.100]

DM-test1

9 HRNBHRE

SN
Ik BA=EHE o SIM EEEE € Engish Q | <
Www.usr.cn
-~ &
a
AREE M O X
o
F .
P e R
© > @ 2 Qo =
mEE .
" = e
we s ome =3
== RE HIIP &P FRESAA EMEE RIF
Ditest] PC2 1621681 200 103213 DivHtest? 2004-0131 1610
DM-test2
PC- 162166.1.100 109222 Dhtestt 202401311607 BB
yss-HIKY 192.168.1.150 103212 Ditest2 20240130 1832... B
yss-pc 192.168.1.100 10.32.1.1 DM-test2 2024-01-30 17:25. S

10 EFLKRKRE
SN FMAF, ARTHEEXM---UTHSBRIELAR, NEFEZURIEENE 2.2 STNSRHTRIFAN,
WH: APIERIURN, YEEARBERTEEEZEARRNIKEN, TEIAPARMANZEN,

E 11 FIAP
SBA: BEENNETHEERPEHZEEPC-3 L
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USR-G806w iBB#
© oo (@) T

BRI

,k BA=EHE SIM

WWW.UST.cn

ElEERiE

Uy iR

2024-01-30 17:20:44

_ R

H1%  10%/m

e

TREAFPEPRK
BITEREARERN.

12
FEIN: 1217 openvpn BRI, HEATHNEEXH,

[Wed Jan 31 17:29:17 2024 Successful ARP Flush on interface [6] {17756BEB6-B79D-43CA-9994-12FA1190990E} ~
Wed Jan 31 17.29:17 2024 do_ifcanfig, t>did_ifconfig_ipvé_setup=0

[Wed Jan 31 17:29:17 2024 MANAGEMENT: >STATE 1706693357 ASSIGN_IP..10.8.05.

[Wed Jan 31 17:29:22 2024 TEST ROUTES: 2/2 succeeded len=2 ret=1 a=0 ufd=up

[Wed Jan 31 17:29:22 2024 MANAGEMENT: >STATE:1706693362ADD_ROUTES....

Wed Jan 31 17.29:22 2024 C:\Windows\system32\route.exe ADD 10.32.1.0 MASK 255.255.255.0 108.0.1

Wed Jan 31 17:29:22 2024 ROUTE: CreatelpFowardEntry su 1-35 and dwFowardType=4

[Wed Jan 31 17.29:22 2024 Route addiion via IPAPI succeeded [adaptive]

Wed Jan 31 17:29:22 2024 C:\Windows\system32\route.exe ADD 10.32.2.0 MASK 255.255.255.0 108.0.1

[Wed Jan 31 17.29:22 2024 ROUTE: Createlpl 1-35 and dwFowardType=4

[Wed Jan 31 17:29:22 2024 Route addition via IPAPI succeeded [adapiive]

[Wed Jan 31 17:29:22 2024 WARNING: this configuration may cache passwords in memory ~ use the auth-nocache option to preventthis
[Wed Jan 31 17:29:22 2024 Inialization Sequence Completed

Wed Jan 31 17.29:22 2024 MANAGEMENT: >STATE 1706693362 CONNECTED SUCCESS, 10.8.0.5,1.94 53932006,

13 HPEANAN

3.5. IRIFMEE

HIE—: PC-3 @Y ping BELBENM IP IR E]
AR BEFEA ping, IBXARIE PCHIBXE (EHER-RHEFMZE-Windows Defender f5XIEEERX )

—iru| L
rk BAz=EHS loT Sim EARE ® Engish a Q
www.usr.cn
R 4
REER
test Axsma mr O X
-
{ERIEE F1
- w - w v
[
R
RERER &
test
& s eSS w
s omm e [ wwen |
=8 ERE P = Pt EMEE e +
Ditest ysspe 192.168.1.100 103214 DM-test2 20240131 17:33
DM-est2 _
PC-2 192.168.1.200 103213 Di-test2 2024-013116:10... s
PC1 192.168.1.100 103222 Di-test1 2024-01-31 1607... k%
yss-HIKV 192.168.1.150 DiHest2 2024-01-30 18:32
2gz-pc 1921681 181 103221 Ditestt 2024-01-30 17:25
HS%E 105/R n BiE =

= 25 AR

BE 3
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BEERIRRE
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(0% E£X),

:\Users\Administrator>
:\Users\Administratorfping 10.32.1.2 -t

1 ng 10 32,12 A 32 AR
2 By f%:az B jE]= Tons TIL-63

10 32 1 2 B : =32 B LB‘J Toms TTL=63
10.32. 1.2 MEIE: 577-32 A[E]=111rs TTL=63

15 &iT ping BIiEMEE
i-l%:: PC-3 BB L E 1P EFWIH KR
A umi%ﬁz;& ETHEGA TR, BTHHEHEEENRE.,

L A PR w D ot @

VISION © X maTE L admn  Bomm

20244£01 H31

16 miETJEEKR
{EF8 806w-1 THY PC-1 518 806w-2 THIEMRL, RIGUEM AFL S TRIFEEE,

Ao EELES DA -

u&?gzm NS )ﬁw

IPv6 i«ﬁ § £R80::0046:5443;b7b9: 1171413
. 1,100

+ BB B R
ﬁﬁiEﬂrﬁﬁ&

o IR B TR
:\Users\Administratorsping 10.82.1.2 ~t

5 ng 10 .12 EE 32 FPHEIE:
g1 H5=32 aa‘] 116ms TTL=62

‘\Users\Administrator>

&E H; lLa\
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&< @ AIﬁEl 10.32.1.2/doc/page/preview.asp A ¥y m =

# maTE X admin Q

3

20247201 F 31 — -

- )

A ®
B 18 il
W BA : DA IAIE 4R 5% - R SR B0E, thoTLAMER PC-3 @I L IP imia{ERIE &, 5140 PC-3 #@1T openvpn EEFARE, @i E
L IP 4 TFHEE TG S WEB 1T B IS S,

4. MBEE

4.1, BEWERE

BHBRXIFESMES, ANEEEEER 46 LMY, RBEHARNERREHTIEREE.
XFZARZEFZER. TWMR. YWENK, FEXFZERINEE,
BHRBEINRNERIE eSIM &, TEFHWZER eSIM,

BATEILNEME!

=

EEBAPIEIAPN S FEEHNAER. SIMFEPING, FIERUSTEE
wE EEMEERER, TR WEETEE

LAN
APNETR B &
@ ESAPNER 0-62 TFF
9
= g
Tk @ APNBEFE, 0-62 TR
TEERER =5
© APNBEAER, 062 AT
DHCP
EEn AL F v
© APNsEE=
SIS
£ £l ~
VBN REgES =3
%] REERAER =3 v
@ ESmEEES
=
e PINGEEE O @ mssiM-EFEr INE SSEEHTEEEAPING

EHRPD Enable %A v
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19 APNIRERHE

4.1.1. zEREERIZE

ERAZER, HAABWINGE, UFHHEHNREER.

S HAMER

ﬁAEr)\Em%'

TUMERBEER

TEST

ESZMENAPNSS,. WETLR, SIMEPING, FERNSHE
EEMSEREAR, AR REERHE

FEEHES

AR

= i
e EEmEE
T SAEES  BD
FREF sRUERE 3
DHCP BRI (ZER0). 1-100
otz FERERE(FFHHT) 0O @ us=ssfaRE, SeRLES
IS

URRE wmesmmeas 0

VPN
e
=5
o £33

FEEAMEREAERLE http://www.usr.cn,

20 EEMEEFRE

£S5

APN 8%

SHER

HEARINEE

FINME

EREEIFIZER

Ak FERTERNBREERNEE

RBik

EEBH®E

AFEFERYUFERNZERIN, aF "NA" FALKRENZERS
120 Bk Y
R REEBEMREFER "BAZER"

BRI B/ BIE/EE

5

20!

BINZER

REBHEMEEFNIMZER, IR "ZEBHEEZE" M "RAZEF"
EEARN, REEHNEMEER "HRASER" XK
R B/ BIE/EE

RAYIRIRE

ZERMABNTEEERRANNRIZER/REIRS, ER=XIZE
BT EEMNERTIRIZER.
it Bt REG, R “REFENERS"

WH: WINEEERERE 0 EMITH

HMERE (FHLIATT)

AEARMERERE, REBHEELAASER=AEERNESRE
JRE=ZXIZERESREFNRETERKN

W AMEERARRREFAFB=ZXNZEY, HANGEER
BSIEFER.

T B

RBiE

= 25 AR
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WWW.usr.cn USR-G806w iHHH:B
ERESREFNEZER | GEEEIIeE, U "AEEF" M "SEFEE" NREREEHRL | XA
=, REERRE, FRGSRIFNNEZERmHFETIEN.
WEE: FAIAT
PR IRE BRIRIEmsY)RRE: NEMABMTIREY, #FA4 "RERUVEE" x
WEE: WINBEERERE 0 EMITH
HME LB "ANERE" B, FESsEREERNESEETE T
<FE>
> BUAZEREEXE, WEEHTRE eSIM AZEER, HERBAIE eSIM £, TIHFULINEE;
> LTEfESREETEE: 0-31, EMXESHEIT;
> [FERIEREFR, BERALIEE,

4.1.2. APN fic&

MRERN SIM RASHKIRE, WNMFEIRE APN ., AFPE. ZHRFUERLIRE.

S HAMER

TUEMBEESR

TEST

EEEHPIROAPN SR, FAEAR. SIMFPING, RERUSIE
BERSEERIER, TR WSS R

ﬁAE»)xEﬁ&?'

EEREE

Lo |

FEEREE

APNETR  E3
@ HSAPNER, 0-62 TFF

AFE
@ APNHIRFE, 0-62 NFEF

=5

APNEIFIFER, 0-62 NFRE
%

@ APNEERIST

SEAT

R =3

(22 5 S

Q ESRARRMATAR

v

PINGERE ) @ wmSIMTTEPING SREEIIRAEAPING

EHRPD Enable 57

FEEANEREAERARE http://www.usr.cn,

21 APNEERE

& 6 APNB¥E
BHER B RINEE BiNE
APN &R 0 SIM REEES APN ihilt, BFEHES Bl
RF& msSMEBEAERFE, BERES zs
255 MmSIM RREESHEE, BERES =
ERAR mSIMEREASENASN, BERES x

= 5 AMIEER
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MEER o Mg BB 2/3/4G Bif)
oHRER: Bafl/2G/3G/4G

925 48 10 S 4R o B W 4518 BRI SER Bl
oiRE: Bafl/2G/3G/4G

PIN {88 WM SIMFET PIN, NEEEFEINGE RIERE

PIN 1@ 4-8 U= 1234

WHA: PIN EREDURF SR, L PIN BiRELN

0B
3

EHRPD B 3.5G MENBH, —MREFEELIIER

<EFE>

> ZEM 4G FNFRLEM, TTAEXMAPNIRE, #EREVAE;

> MWMRERT APN TR, SHEEE APN 2R, AFZREH;

> EBHEUNRFET PINEFEE web REEH PING, ZFUEHENE, XF PINZEZEERIREEN
>  AEZEEN APN ENEMIEARE, APN iR, BFEZBURER (08) , BEHEER.

4.1.3. RERNER

SLBY ping AMINGE, BTN 4G MEBEZRS, FAFBRS. 7B 4G ping MINGE, RESERIRENNBREREE
BRI, HEBRBEFRANSSHEREN.
WEERTZER, AREEER®RENER, RNEREELSHEEMRESE.

BAELNEHME!

*

£ . PSR, =N
ESREERELR, FLIESRBERE

BR © TR, EEpingEREERARS

HEEF
FUEEER 10
e
e © PAETPing AT, S, 586400
T
RS 119.29.29.29
& @ ESFuETL
oHer > 8.8.8.8 v
Eoredii] © ESEuETE
RIEILHT R 3
VEN @ EFEEHBIORIGS, BEFES (1-100)
BEaE ping&ikh 0
@ 0102455
2
B

FEE AMBEREARERAT http://www.usr.cn,

22 FERNEE
x®7 RERVWBYR

SHER iR 2AE
=);3! Aikfs, EH ping twEML ik
S EEELE] Ping BYIE)/EIFE, Bfi: s 10
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TR E: [5-86400]

Bk 1 Ping #2iliitt: THEE IP, 3 119.29.29.29
Rtk 2 Ping #2ilititt: THEE IP, 3 8.8.8.8
Ping X ELE ping KBUXBIMREE, BITEFKS 3
[ &[1-100]
BRNTERE FE: BHBEMREERINE FECEFERINERED
LInEEA B HEN ping HERVZEELRIZERMNER | BEZNEE

&, MMAUTRERE, WEHISHRIZES

ping BY ZE#B BT IR EL iR "BRRATHES ping N TE" ELTHOXBIMIREIRE | 4
EEMYHIREER.
g REER, BRXETEHMLN
BaiREE@EMER: Bi->KE->BE->BNRKRER
RAOEZH ping K | REZK ping WHEEE 600
MESEE (ms) BfI: ms
<FE>

> REEAFE ping RIFRMINGE, MEERNMBEMRRENRIE ping BIRENRINME, STIEMHRESNXALINGE;
WEXAT ERETERNINEE, WZERASINENTNBREERINGE;

FHE ping RUINEE, REEMERMMEZZER—ENRE, WEN TREFEF N ENZ RN B HERIREA—L;
FEWEERXARERN, SMHMEZHARBE, RIERNGEE R XM IRE ML ;
RIERMEBHZRIFHEERE, BRRAATERSEHEULBIREMETMN,

YV V VYV V

4.1.4. SIM R ERER

SIM RERBRTSFABETRL SIM RNEERFS, WRENEABB]UELERDANERE,

S EAMERA

TSR

BAEILEME!

i

EEMERRIER, TR SRR

TEST

s
B
WAN SIM-FR: READY
LAN fEEs:
ERER SIMEICCID: 898 152
REER CIMIS: 46l
FtR APN: cmnet,,
TCEE HERS: B
b EsEs 31651dBm)
A 22T FDD-LTE(4G)
121

et EEmES: g
VEN

WEXS: S3BE
ks

JNRID: 8B812E1
<
B

£33
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42. WANEE

wan NEHBNT ENEE, ABHEN wan SIFEER WAN (4G) . B% WAN AREZL WAN (WIFI EPE) =fAa=af
ATRIFERMME, HEE "METHR" NI = KMEZHIEHIHRINEE,

BATELEME!

B 7T

IEATHIE: 6h 51m 31s

LI MAC-Bfi: FE:£6:25:87:92:6C
Fol U 1,54 MB (14410 EE) A B s
cthz Ri%: 4,11 MB (35295 5GRE)
1Pv4: 172.17.30.186/30
- AL 0h 26m 275
i WVANITREDS MAC-#Blik: D4AB:20:428A17
TR Fo R 5.49 MB (45377 £iEt) & =E @ =M
ctho H3E 51459 KB (4441 FRE)

TR 1Pv4: 172.16.11.149/24

FEEAMEREAERLE http://www.usr.cn/

24 WANDOERERME

<iiBB>

> WAN_AG(4G)I AT “B” NWEHMNKEE "SEMEE" HITIRE;

> WAN_WIRED(H %) 4 DHCP E %, #7 IP, PPPOERT, OJiRIEANELBMHITEE;

>  WAN OMRMOTILUEKER LAN, FESFETREEMZSMEEERSE, EMEEEE "LANEBEE" #HiTRE;

> WWANO (WIFI EFi) ThEl "EEEFiE" #TREFTEIEEN AP EMAEHE, Fltbat "B tEEHESIP,

43. LANfEE

LAN OABEME, B2 1ME% LAN O (WAN O®aTRUgE R LAN OFER) .
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BAEILNEME!

BRI —

BS P RS e
EErE—— o
Lo MAC-Hbti: D4:AB:20:42:8A:18
WAN PEs) 15 706.60 KB (7699 FEEt) & =z @ ex
brlan RIX: 1.93 MB (5205 5686)
LAN 1Pv4: 192.168.1.1/24
i)

-

T

TEEF

e [ s | oo |
BESEREH

RUELHR

i ]
ECH
B
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25 LANOREBERE
<iiBA>

> BRIAERSEY IP bt 192.168.1.1, FM#EE 255.255.255.0, ASEOTLMEK, LLiNEES IP B8N 192.168.2.1;
>  BUAFF/S DHCP BRSS83I0AE, FREIEAZEIRRAES LAN OB E T E513REE) IP Hhdlk,

4.3.1. DHCP J1gg

LAN &) DHCP Server INEEBGAFFE (TTRAEREXE) .

S EAMERA EAENEME!

BRI

=%

&fTHdIEL: 7h 31m 295
MAC-Bti: DA:AB:20:42:8A:18

9
bf I 1.52 MB (12275 $E6)
e RI%: 270 MB (9599 HiEeD)
I1Pv4: 192.168.1.1/24
F
B -
WAN
TPvAFRER 255.255.255.0 v
LAN
SRR IPvazE
REEENR PvariE
- EREEUADNSRSE 114114114114 ol
TEEFH 8.8.8.8 @
DHCP
]

[ZEe DHCPIRE S
VPN

M
=5 SFADHCP O @ =m==0smpHee.
B i 100

@ FEinIteERS BRI,

=P 150
@ EXpHENE.

B 12h

FEEAMEREATRAR http://www.usr.cn/
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<iiBA>
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T LU % DHCP ey FF s, AR k78 A BYiE);

DHCP BAAESSEEM 192.168.1.100 FFiA;

ZOATEHER 12 /0B, THREHEMN “h" /N8 “m” -5,

WRXF DHCP J5, FMIRETEIRBEIEHAVEES IP M XA oI@T 806w BXM

YV V V V

4.3.2. VLANBcE&

ARBEERFHFM O VLAN A RMERINEE, PRSI NOXS AREHME.

BATELEME!

B 7T

L MAC-Hi1: D4AB:20:42:8A18
WAN P Ee) I 947,63 KB (9060 FEE) 2 == 2 ex

brlan Hi: 2,12 MB (6446 1)
LAN 1Pv4: 192.168.1.1/24
==

VLANFF=
TR
SR VlanZizE
DHCP HEl
P R LANT LAN2
e lan(br-lan)
VEN lan2(br-lan2) m]
XE lan3(br-lan3) o
<
B
[ s | oo |

FEEAMEREAERLE http://www.usr.cn/

27 LANDO®RERE
<l BB>

> EIAXHE VLAN ¥4, tNFBE, LAN O IPSBEFBA 192.168.1.1, LAN2 29 192.168.2.1 LALLE#E;
> WIFI #HEZE lan, X585 EE 806 B wifi B, &F KA IP MEF] LAN MKZEOR M ER;
>  LAN2 # LAN3 t[{EEHHEZE lan~lan3 W&#&O,

4.3.3. WAN/LAN &%

F/S VLAN FXJ5, ¥ WAN T[iREAN LAN3,
WMBE= LAN OFEZE VLAN %4>, ¥ LAN2 #1 LAN3 E84i%#% lan MLZECQRIT,

fﬁgﬂ,&fﬁ% H*MﬁﬁA WWWwW.usr.cn
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BAEILNEME!

ERRER 7 *

i3
|
o
&

HE
RS P RS e
T o
e MAC-HEfi: D4:AB:20:42:8A:18
WAN FEe) G 1.24 MB (10672 ¥E26E) 2 = B %
brlan £ 2.36 MB (8018 HiEE)
LAN 1Pv4: 192.168.1.1/24
fei)
mi | ooz |
VLANFF
T
Fa VianzliZE
DHCP 1
e REgiE0 LAN1 LAN2
{wan |
RUEHF lan(br-lan) LAN3
VPN lan2(br-lan2)
baas lan3(br-lan3)
£
B

[ | &= |

FEEAMEREATRAR http://www.usr.cn/

28 WAN/LAN RERE

4.3.4. DHCP

FARMAESYES : FEMEL-DHCP iR E . ZIBEMA T M2 DHCP AP in A EEEIE 8 IP it FEHARIR,

BAEILNEME!

ERRER 7 *

DHCP and DNS

DHCP ERRIIERBTIPIE S

wE BENIBATRDHCPEF R 31 R AEEENTAER, FEEIRAIacEE.

i

WAN FHE P4ttt MAC-Hifit HeEm
Y ? 192.168.1.117 60. =18 10h 18m 565
e ? 192.168.1.230 0as 37 11h 32m 24s
R USR-NDVSZNHNEZD 192.168.1.170 & - 8h41m13s
T

& MAC-Hoti JPya-Hak
S
FUELET RS
VPN
BENIE SR
E= Fie MAG-tEE 1Py4-itgsE

B v v 3 &b

FEEAMEREATRAR http://www.usr.cn/
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<ii BA>

WERRESXRSE “HMN" , BRE "RA" BIuIER;
> R=ZTEHRA 100 £MN,
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ExME A

USR-G806w i5BB+$

4.4, MEEH

MEZYRINGE: B2 4G, BL WAN IRELE P, MIENSE WAN BREFEN, ERAERNIRE,
FEMNENRINEE, HERSE WAN i, SEHP—EREN, #EEHRETIRASHEEEKR.,
flan: MR WAN OFEAML, 4G A SIM K, HELHNREN, BRI 46 HTERMERFERIEERRN 1 SERE,

=

e
FEEF
DHCP
FEER
RIEILHT
VPN
BEE
2

B

IR
R

BAELNEHME!

*

iR BEEETE
sxiEl 2= v

FBih 223.6.6.6 v
@ IPIBAFEES, 10°223.6.6.6°H baidu.com”

M2 119.29.29.29 v
@ \PiBEEES, 1°223.6.6.6°H0 baidu.com”

FWEIL3  223.5.5.5
© IPIEHEEE, 101°223.6.6.6°8L baidu.com”

wilEE 10
@ 1-600%>

PinglAM O
@ 0-1024F%

#2000
@ 100-2000028>

FEE AMBEREARERAT http://www.usr.cn/

30 MEMREER
£8 M & IRE B

iR Ei::pu RINSH
AR TR YE SEARERER IR 4R AR B4R BE>EE>T%
MEER, NEAEEARTERM 5 X TE
BEERN BHEX: RIEBEXNSEMUHENERS BEX
R : 5% W K TE M 2SR
&M TRE P/ A 223.6.6.6
SE 2 TRE P/ A 119.29.29.29
SEME 3 TigE IP/EE 233.5.5.5
WMERE (84 s) RERERRGNEFE: oIigE 1-600s 10
ping B/ (B4I: F15) RNEEFEAN: TiRE 32-1024 215 56
Ping @8 (24Z: ms) ®E ping BEEE: TTIRE 100-20000ms 2000

<ii BB>

> IRGE 3 AMMEBRATSE IP il (hELUREES) , WHEP—DEER ping &, MWHKNEIER, RHFTMETIR;

> W3 ARUMNIITE ping 18, MRTRMERIE, BKEHT ping BN ;

> FAERZNEINGE, SERERUME, WERSIM RERSHE—ENRE, NEERAREMEZTRENXALINEE,

CHAMBR | Bt 4 2 A

BE 3
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G806w B 2.4G L& BHEM (Wi-Fi) 1&g,

BAEILEME!

BRI

*

l

TERE
L=

Bs
RN S a—
v R
WAN #E B Master
WIFIEH: USR-GB06w-8A19
LAN BSSID: D4AB20:42:8A:19
{&8: 6 (2437 GHz)
Ll {E5IHE: 20 dBm
RUEEIR
TEEEFR EssEssID (w]
o WIFISR  USR-GS06w-8A19
EEEEE
= mixed-psk v
RIS
o T eessssseen El
3% ] M| 1lng v
E e A .
B @ NRFTESTA, FESESTANTN,
AERE auto ~

@ WEFFESTA, ZEEZSTANEE,

EEminX  CN - China v

FEEAMEREATRAR http://www.usr.cn/

31 WiFiiiERE
< BE>

> WIi-Fi+LAN B RS #EFHEITEE 30 MEFPK, HPRS 20 D wifi 2FiE. Wi-Fi 5 LAN RERHEREFKN, X
lan OZ P, wifi RBHH 20 E&ZPE, £ wifl ZPER, REA lan OZPESHSEE 50 2P0, 4 LAN OF
/& VLAN X193, AP PEZFN LAN W45 [E M ER ;
> Wi-FiRABEBEAZY #H 500m, AMAZESHERYMZINELZIMOE 50m REE;
> Wi-Fi LREREBSREZMEKR, BELRUXE,
£9 WiFiRES¥

B i HiNE

BEH T8 WIFI B/ I 6E ik

B2 SSID FELINgE: REBIERAT 806w B WIFI, BEFHMALER | KAk
WIFI ZFRABL#ITIER, RIET WIFI 22K

WIFI Z#R EEHEEH WIFI BFR, TTEEX USR-G806W-XXXX
EOANEDY XXXX A& H 28 MAC FI01T

= ok mixed-psk
AN02% /mixed-psk/psk+ccmp/psk2/psk2-tkip

= WIFI 255, TTEENX WWW.Usr.cn

& 1ET ali%#:11ng/11n/11g/11bgn/11bg/11b 11ng

=& B, TJ#iEE Baf

e e auto/40MHz/20MHz o] &% auto

ERIMX EFER X CN-China

EEPRERAAUEE wifl EPRIIE.

CHAMBR | Bt 4 2 A
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BAEILNEME!

B A —
FERRE
FEmE
B

RS
224G BB WS
I

WAN WIFIEHR MAC-HiahE 1Pv4-Hbhi &8 L s RikEE

LAN al  USR-GBO6w-8A1S G 192.168.1.170 -21dBm -95 dBm 24.7 Mbit/s 143.7 Mbit/s

s [ s | oo |
FTEESH

DHCP

S

RIS

VPN

X

£

B
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46. TEEPiH

BHBEIAXE WIF(EX)EFiG, TG WIFI ZRPEEEENGNRRESHITLEN,

BAEILNEME!

R A
FREFIARE
TSRS

wE

ke | rece |
[

‘WAN ]

LAN 'R | #F
WIFIER ~ WIFI-STA

mE o RmE v

@ EFlanE0, & a5 BiSA R TR

BTEEE fE#EPing Oe ing T4

FEEANEREAERARE http://www.usr.cn/

33 ZTHREPFPIREE

£ 10 WiFiltESH
E2 7 R ZiNE
BH FFE WIFI 2P i RAE
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R REEREABEREIUHHAR x
BRARTEKRY 30 W~1 HibEE, FWOEE

WIFI Z#R BT RS TEERR, HFH WIFI-STA

mz oiRE: AMZ/mixed-psk RN

) & a[iRE: wwan0/lan wwan0

IEE{ER STA IhEEREE wwan0 BT
MEEFEH WIFI FHEER 5% lan
IREITEET LAN IP il | HMLL%EIR lan (FFiEER) Y, AX%ELINEEER LAN ik

{85 Ping 423 RS, EERFRVINGE, MEVMIAREEEHMEHE | KREE
EBEEE
SE Mk & WX/EEt ZES
Ping ik STA R, FEFEIRE STA B ping @AYt it =
EARRGEERAEUUEERHBEEEEL AP,

BAEILEME!

RS 7T
FEEFRRE
FESFRES

WIFIZHR MAC-#iE == = B REEE

*:

l

LAN al  U200-88B0-246 00 38 -36 dBm -95 dBm 1.3 Mbit/s 61.0 Mbit/s

FEEAMEREAERLE http://www.usr.cn/

34 EEAPERRE

< BA>

> YMKZERE lan B, ENEEAFHEER;
> REFEER, BIEFTEXF lan OM dhep;
> H LAN FF/5 DHCP, #iEELHFESE LAN M,

A AMBXF BEERIEE A WWW.USF.cn
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4.7. MLZIZHTINREE

BAEINEME

|
*

l

s

s
@ Ping Traceroute @ Nslookup

WAN

LAN

=]

R IR

F&

TEEFw

DHCP

Fomst)

FEs AMERERGRAS http://www.usr.cn/

B 35 MBICEHRE
E&IZHIINEE, BF Ping TR, BHMBW IR, DNSEEILER,
> Ping 2 Ping TR, tJAEHERARR, W—MFEMI#EST ping Wixk;
> Traceroute 2EMHMAATTE, cTLUERBUARI—MEUtE, £S89 HER;
> Nslookup 2 DNS&EETHR, t[LUBIRZMr7 IP ik,

4.8. EB#TIEH

BSKH, R—MEHAX, BRERFTEFHRE, —RTEINARMFENLE, LLNERER-R. VPN BHEZEIzE 707 Mt

A,
BSEBRENTNLNSH.
Z 11 BSEBEsE¥E

B R HKINSH
0O lan. wan_4g. wan_wired . vpn %[O lan
N& (Biritsit) EI A B9 X SR B9 HE 3 ik SE R =
F W EI A B3 R M4 B9 F R 5 =
mx (T—Bk) ER LT ML =
BRRE (Metric) BSEANRESR, HEB/NEME =

BSEAERT AW EHEE N BN,
WERG: MKHE, WDOERIEHRF[AMB, WTE.

A AMBXF BEERIEE A WWW.USF.cn
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Submask: 255.255.255.0
Next Jump(gateway): 192 168.0.202 LAN: 192.168.2.1

B '

Targt b 152.168.1.0 WAN: 192.168.0.200 ;| [ ' IP: 192.168. 2. 200

| WAN: 192.168.0.202 | '

| OLAN: 192.168.1.1 | -

o) % ------------ | ' IP: 192.168.1.7
TS

Router B

B 36 #MESBHARXIGE
&8 A B 89 WAN O#F##7E 192.168.0.0 MR, EEMEE A B LAN 08 192.168.2.0 F/, HH B 89 LAN A
192.168.1.0 ¥K,
WE, MRRMNEEEHE A LH—REH, FROMEHRE ANFMIZEHOEHRE B FMIREN, HIEEEIMER
2 A BLKEHR B,
Flan: ATIRE 192.168.2.200 1518 192.168.1.7 B, HIRLFIEHEE A, BHZE A B TR BRI 192.168.1.X B)E
SEH, BAKERMRHE A RAKAEB, HBELAEHNFM 192.168.1.7,

S BANER BEAENEME!

TIAMBREEER R I *:

S B

#0 b 1Py4-FIUIBHS 1Py4-RIX it
LAN
Loy

T
[ZES0:
o AL
FEE

#0 g 1Pv4-FIURES 1Pya-X fid
DHCP
PR FIES =S

BHSEEH
TREELHT Iwanﬁwired v 192.168.1.0 255.255.255.0 192.168.0.202 @ &m I
VPN
o

FHEAVBREAREMRAT  http://www.usr.cn/
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AR BEATIAEME!

TIAMBREEER xR I *°

L]
BESEATHIRANTTAIEE,

s footiie S

&0 o= |Py4-F RS 1Py4-MazE ERSE

K BTAHAIRE

P TI

T ST

ToEEEF =0 X% |PyA-FIaES 1Py4-Pa% s
DHCP EHUP=RRIE HENRE NS

2

wan_wired v 192.168.2.0 255.255.255.0 192.168.0.200 9 &
[ZES2
VPN

FHEAVBREAREMRAT  http://www.usr.cn/
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<iiBa>

> BSEH®ZTRN 100 £,

5. VPN W&

VPN (Virtual Private Network) E#IERAM, —ALIIZEANEE. SUSKHB[TFMEE. SEWHIELELEKL
REZEHIRMBZNER VPN I8,

EMN EX SR PPTP, L2TP. IPSec. OpenVPN. GRE &, ETEABNB—TX LA MY EIE VPN HRIE,

PPTP:

2R axt R BIBE MY, B — TCP(ik O 1723)EH XS B8 AT 4E4P , {55 FH 18 FH A9 3% F 3932 (GRE) S R IE B £ 5 5L PPP
HiEnURIE BRIERX, XA PPP P AR B EIBE TN ELE . Ho MPPE @13 Bl MS-CHAP V2 S KIS R AT
BINZZEAXS PPP MU TN,

L2TP:

BE_ERENY, 5 PPTP 21, Bl G806w XHFHE ZFIAIE . CHAP FZMIAIES I, MZ 5 3ZHF L2TP OVER IPSec
NRME=ZHEME,

IPSec:

NAZ— MR, BRETHNAS IP ELMEHRLLN—BRERREN, SFEMZIAEMY ESP. IKE MAFM
BINERMEN—LEZXS, Hd ESP IMUATFRERLSRS, KE XA FEHARR.

OpenVPN:
XEFEFIEBIREIALE, EHRREFERIANERS K, REHEEINEE K,
GRE:

GRE(Generic Routing Encapsulation. &R B R)MUENE LML ZMMY (W0 1P F 1PX) NERIRSOGETHE, &
XA SR MBI IR BB ES — N ME BN (W IP) &5, GRE AT Tunnel (&) B9#% A, 2 VPN (Virtual Private
Network) 895 =ERE WM.

R
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ExME A

RTLAP X ER BT AFE 2 VPN, BRI LURYE B C B RKIEFLBRESHIMICRIERE.

USR-G806w i5BB$H

5.1. PPTP Client

BAEINEHSE

|
*

PPTP igB
R PPTP £
PPTPESE © BB O =E
RS
P BSEiE  192.168.0.2

#0 83 ~
9 ‘=x ErERERARaR0EE

L2TP BFREg
IPSec =5
penVPN

7R 192.168.55.0
GRE @ eg: 192168.10.0

VPNRZ SWFRED  255.255.255.0
Pokis @ eg: 255.255.255.0
£~ NAT
B MPPENIE

MTU 1450

@ 600~1450

FEAANRENRABRAE http://www.usr.cn/

39 IEHIRHNM VPN BEE—

<ik Bf>

> RE=RiuE: HEEEEN VPN RS IPHEEE;

> EO: RIEPEMAXHARETER cellular, wan_wired, sta. Baf;

> FFP&/EE: M VPN REEELIRE;

> MBARX: MPPEMZ. EiNZ, M VPN RS RIHRE, RIBLRERERITIRNAITS;

> MTURE: REBEN MTUE, BKIA 1450, ATUREFH VPN BRSZERIINL;

> NATRE: ZWEERAFE. ANEBEEMIE0ERN, BRI R A B, SXFAIZIR, N EESTE ML ik i
IEE;

TR, S EEEHS, £ NATIHEEFET, oTEESI VPN THFMEEINEE;
{EREESASRIE IP Hhth: BUAK(ERE, RSBIHEMAE P, T FUHAESEHSE IP;

EYMECE : BN PPPD 28, BAFE, RINATERITEARIE;

{4 ping:SCBY VPN 4R EENE, @i ping BENX IP AR, RIBEEEE., BAKRSH,

>
>
>
>

= 25 AR

BE 3

EXM B A
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BAUEBE EATELNEME

TIAMBREEER

1
*

1450
@ 600~1450

A

L= @ IBiIpppOSATWAS SZIHEE

EREESRREIPIEL 0

v VPN

[ AR O @ FamEEVPN BWANISPPPOES
L1k {Eazping @ pingZIHEHEVPN
thee pingitit
OpenVPN @ BEALFR10.0.1.2
GRE ping/E# 10

@
VPN
Bkis pingREL 3

@ Bx
=
B

Con e

FHEAVBREAREMRAT  http://www.usr.cn/

40 EHBBHA VPN RE8LW
PPTPEEMRII: =REXSHNENE, RE&NA, HAZ VPN--VPN RELEEEERES,

> AAMER EAAEMS

!
TR =

SR PPTP

IPv4-fifiit: 192.168.154.101

FEES: 255.255.255.255
PPTP

[ZES 192.168.154.100
LaTp

IPSec TERRE: 1mS51s
OpenVPN

GRE

Bk

5

FHEAVBREAREMRAT  http://www.usr.cn/

41 BREEE VPN EERS

5.2. L2TP Client

L2TP 2FE _EREN, 5 PPTP 24, BT G806w I IFFEZIIAIE, ¥ MPPE B9NZ 5 A1 L2TP OVER IPSec HIfiH=
ZHEMEAR. HA VPN--L2TP RES, EEFH L2TP BEFH, KIXEBEASH,

ﬁk%ﬂm H*Ix—x'l}h‘zﬁA WWWwW.usr.cn
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AR EATELNEME

TIAMBREEER

1
*

L2TPigE
R L2TP 28
LTPESK © ZB O 2@
BRs
P WSS 192.168.0.2

D B FrEARAESE b

PPTP

L21P BrE
IPSec =@
OpenVPN
EER
GRE
EEE 2
VPNiA @ =5050)
e
it IPSechnzs (@)
5

SEFH  192.168.55.0
B @ eg: 192.168.10.0

IEFFEE  255.255.255.0
1@ eg: 255.255.255.0

FHEAVBREAREMRAT  http://www.usr.cn/
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<ii BB>

> L2TP Z#FMEZBIAIE. L2TP OVER IPSec fiN%;

> RESEEth: EEEEEN VPN RESHR IPREES;

> EO: RIEEEMNA XN ARETER cellular, wan_wired, sta. B3;

> FFP&/%5: M VPN RESELIREL;

> ME/ANE: BHEZFBIAE. MPPE Z. IPSec iM%, M VPN RS ESIHREUS EHRIEN;

> (ERERRSHERE IP Milk: EOAKMERE, RE[HBENDE IP, o] FHEESHSRKE IP;

>  EUSMECE: BN PPPD . BAFE, MIANATEHRTEARE;

>  NATIRE: ZINEERIAFE . HASEEMI BN, EASHI SRR AR ML, KRR, IASTI M ik iR
Ih&E;

> MNiHFW. B BS5ERE, £ NATHEEFEST, TTEESH VPN THFMEEIEE;

> {8 ping:LH VPN ELRNREENS . BARBA. FTARE ping KBUEEIE VPN;

> L2TPEEMT): TREXSHNENE, REFQNA, #AZE VPN--VPN RELEE EERT,

fﬁéﬂ?&fﬁg H*MﬁﬁA WWWwW.usr.cn
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5.3. IPSec

S AAUKE EAAEMS

!
TR =

RS IPSec 23§
IPSec ® =@ O =8
O 83 ¥

@ ‘B TrERERARaR e

PPTP

i 192.168.0.2
@ IPHpi /A %any,eq:10.10.1.88, eg:%bany

L21p

wRTTE  HE v
2 B ~
OpenVPN BESE  FREATH
GRE FWTM  192.168.1.0/24
@ eg: 192.168.10.0/24
VPN
BaiE ST 192.168.55.0/24
@ eg: 192.168.20.0/24
=
IKEpUEESE  3DES v
B
IKERBEE  MDS v
Diffie-Hellmang Group2(1024bits) .

FHEAVBREAREMRAT  http://www.usr.cn/

43 IPSec GHEEXEE

<l BB>

EO: BIEEMA LN ARBTERE cellular, wan_wired, sta. BEI;

ximthit: STRAS A VPN ZEF % VPN FRE88. BEANIRE 1P/ ;

mEAR: TEX, RRERX (BFEER) , BHAEES;

BERE: FRHEFM. FMEEN. ENBFR. ENEEN., RIEIRNE A IERE;
RimFM: IPSec AKisF MKk FMWIiEH;

i F M IPSec XFimF MR FMIEH;

RIHFRIRFF . BEAFEARIR, TTAA IP 5 FQDN, FEAEEEHEENZHNE;
SHEFRIRAF : BEXEARIR, TTRAA IP 8 FQDN, FEAEZHENZHME;

IKE B9IN%: E—MEBREE KEMBRHNMELR. TEMS R, DH RBREE;

IKE &£ A : 88 KEESER, BA%, ZiA: 28800;

WEAR: BRIXESEMEZZRNESR;

ESP MN%%: SF£_MEREIE ESP WHMMBZAR . TEESE;

ESP £ EHA: 1RE ESP £ AR, BAA#, BiA: 3600;

SEZHEBIMNE(PFS): BEARFA. DH1, DH2, DH5 # 4 NMER, ANEEFHRIERBMiHE—I;
/55 DPD 423 : 2§ DPD FEBAX & R AFEET, Rz KBV A1T3ED;

DPD A : REEHEKQN (DPD) HIBYEIENE;

DPD #EEYEY[E]: REE#HEIQN (DPD) #EESHESIE];

DPD &E): REEERNNERE, BFER. FR. &RF. T, RNER;

IPSec EHERIN: MXHET IPSec EHEMING, HAR VPN--VPN RELEEEERTS.

V V V V V V V V V VYV V V V V VYV V V V V

5.4. OpenVPN

JEF OpenVPN #2 VPN, WERTT% TUN(BRBER ) TAP(RMFFER):

HABER | 5 A
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BAUEBE EATELNEME

TIAMBREEER

1
*

W& OpenVPN 2%
OpenVPN ®Em O 28

BRs
R s EW v
PPTP

MY UDP v
L2TP

WO 1194
1PSec L
OpenVPN BES TUN v
GRE OpenVPNIRSHElIF 192.168.0.2
VPN

. #0 8@ v

BaiE Q ‘B TrEREARSaEEE
= WESR S v
B

CAES | S | SmEe

CRTAFRES | WoicHE | msts

FHEAVBREAREMRAT  http://www.usr.cn/

E 44 OpenVPN BHIRERE

A
T
b
v

REXE: OEE TUNBEHER)S TAP(MHFER);

WiE MY : UDP 5 TCP;

%O : OpenVPN &P B Y5 i O ;

VPN RSt : OpenVPN FRBEM IP/HE;

EO: RIBEMARNARR %R cellular, wan_wired, sta, B#l;

CAIET: REB[BUNEFimAHEH CAIES;

CRT AFHER: BEFIHIES;

EPimFAE: ERIRNEZSH;

TLSIANIEZSR : RERHBHIAEES;

MBZBE%: k. Blowfish-128, DES-128. 3DES-192. AES-128. AES-192, AES-256;
B#HEEER: L. SHAT, SHA256. SHA512, MD5, MZEBMIEHEEXIIFHH VPN REERE—B
£/ LZ0 £%: BHIZEREHEIRER LZ0 E4%;

NATIRE : ZINEERIAFE . HAHEEMI SRR, EASMbIE SRR AR ML, XAIZIR, NITASTH M itk
Ih&E;

YV V V V V V V V V V V V V

> JEH Keepalive: BABH, BIABRE A keepalive 10 120, ATIZEEM VPN IRFZEXTA;

> TS AR, oliE#F tls-auth, tls-crypt, KB EERSBIRATE V2.4 RUALRRAESR tls-crypt, TUTERILEE;
> MTURE: REBER MTU &, BKIA 1500, AIUKEFRF VPN BRSSEXSAL;

> {E8E ping IEE: 1&E Ping MY MIEE, TTRMRIE vpn EREMA THITERE;

> OpenVPN E#ERI: 1 VPN RSZB[IEEMING, HAF VPN--VPN RELEE EBRT;

> BPESRESREER, CAIER. EFIHIER. BFRHEH. TLISINEES, INANEERSHRME;

> BIMEBMXHE, BAENEBABRANFNIEEREED.

Bf: linux T OpenVPN RSB iHE &

= 25 AR

BE 3

EXM B A

www.usr.cn
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gort 1194
proto udp
dev tun
user nobody
group nogroup
persist-key
st-tun
] live 18 120
topology subnef
Sserver ; ;
ifconfig- poo1 pEFHlH
push "dhcp- option DNS
push "dhcp-option DNS £ g
push "redirect-gateway defl bypass-dhcp"
crl-verify crl.pem
ca ca.crt
cert server_Jz40q14AWInZuNgX
key server 0q14AWINZuNs
tls-auth tls-auth.key 0
dh dh.pem
SHAZ256

#tls-version-min 1.2

#tls-cipher TLS-DHE-RSA-WITH-AES-128-GCM-SHA256
status openvpn.log

verb 3

45 Linux F OpenVPN R ikl B

BEATEINEH#SE!
7
GRE g%
GRE ® z@ O 28
i
s GREZR  grel

@ unusedeg: grel

AHWAN [P 192.168.0.151
PPTP
L21P STEWAN [P 192.168.0.10
e FESESEIP  10.10.10.1
Sl SEHTR  192.168.55.0/24
GRE 1@ g:192.168.1.0/24
VPNRZS ZjppsElp  10.10.10.2
otz

e NAT
B

TTL 255
B @ 1-255

MTU 1500

@ 600~1500

FREEAVBEREAREMRAT  http://www.usr.cn/

46 GREEXERE

<in B>

> mFEeit: X4 GRE 89 WAN O IP stsiit;

> ARigisht: KB wan_wired. wan_4g Bttiilt, WERBEERAXAREAN;

> migbFEME: Xi%H GRE BXE IP;

> NEHFM: S TIREFMEB T LURBI TMERR: 255.255.255.0 TAB A IP/24, 255.255.255.255 T AB A IP/32,
FlEn: 172.16.10.1/24, SIME IP 7 172.16.10.1, FR#BWA 255.255.255.0;

GCENABR | g A WL usr.cn
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AimBRIE IP: M GRE BXIE IP il ;

NAT: 253 GRE #OMHIER T E NAT;
TTLIRE: R E GREBEM TTL, KA 255;
®E MTU: i&E GRE @&/ MTU, BAiA 1450,

YV V V V

6. BAXIBINGEE

6.1. EXRE

NN SV P

BAEINEHSE!

TEFISYN-floodiistEl

RS =xrwmEa O
(53 AR EE v
HE  EE ~
#E BE -
R BFRE PN ISR (73 PRI MsSttibl
B lan: |lan: 3 = | - (el e v oBE v B v =) O
Wand wan_wired: ;7 [wan_dg: 2| = B v o BE v B v

FEAANRENRABRAE http://www.usr.cn/

47 BXERERE

<ZBiENE>

> ANIh: R EHES P RS,

> b BHBIPELHNG;

> Bk BOZEBOHERR, FAE3KHES,;

> IPEIAIE: XX WAN O5 46 OBEX, Hiasrmed 1P sbhtgafh;
> MSS i BRFIRIL MSS K/, —RER 1460,

<#m 1>

LAN OFE% WAN OB, DIRERER, HRES;

MREHEERETF LAN O, EXiFE WAN O, BBAREMNAFHIEEM LAN O% LS WAN O, XETFRE;
BT LAE LAN O, ABHRBENR, XEF "Al";

EHEBESRERIIM, LNREASHNE, XEF "Hik" .

<#Lu 2>

> BHWANOS54GO, BT "AL" , #2 "HIY" |, RF "BR" ;

> WMRF AL HiEE, HEATEN WAN OZREHREME, BAKSERIT;

YV V VYV V
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ExME A

USR-G806w i5BB+$

>
>

6.2. B&EMM

BEMN T USRS IR BN Internet #3E38EY, PIRMELE Internet 51815 K, B XLEEANILEMZNT 2N,

MRA "HIE FIREE, LMEKRHSEEY WAN OZE 4G OipaSK, LaifERRIT;
MRE "RER" HURE, LM WAN ORNEERRBELE LAN O, LEFRAF.

PSRN AERR, THERNBTELN/LMNA.,

£ 12 EEANBHE

2R

iR

ER

@ ==F
E/_ﬁ 455/ S

O B
Sx . EREER

|
ot

FAR7

5

L

N

z2F

BERANEF, FREE

PR ) St 41k

PR IPv4 ik

X 1Pv4 it

/1D

PREVFRN BTN R, TJEsE:
TCP+UDP/TCP/UDP/ICMP

TCP+UDP

PUEC ICMP K8

CUECHY ICMP Y, &% any BIT]

Any

TR I

HIBTIEXE, oiEE: FERXE, WAN, LAN
LAN: F/RFMi7E9 R # N
WAN: 2RI 373 18] P /9 A1

LAN

B MAC ik

FETEHN IR MAC
=: KEKREEFFE MAC
WEE: UECIR MAC MBS F5 4R 1P bR B A=

H}

i 1Pttt

FELEMMEIRE IP
= KREEFRE IP
WEA: EEECR IP LB BEIR MAC IR E A=

H}

R O

FE LA 895 O
= AREEAERO

H}

BRXHE

HEmEMRXE, o%E: EEKE, WAN, LAN
LAN: FRRFMIGESMNRA
WAN: Z=7R 5133 18] P R9 48 1

L7 chile

IR B4R 1P it
= ARFAAEMIE

H

Bxim 0

HENBREOS
= KRFAE

H}

EfE

EZIXRBUREOIERE: B, EX, B, T
=7 KELANEIRELREFR

B2 W ANERELHER

B RN EIEERBIEL

TENE: YRR N AR % X1

HABER | 5 A
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6.2.1. Pt EZE

BAERZRAMUPBAMUNEE, RERE "HFNHEE" &8, WTE:

BAEINEHSE!

&F i ShaEssl
RE
TCP+UDP i & &b
i
s
Vo SRR
HARE |test lan v wan v | @ FhpRs... |
IRiEA
IEEA Source NAT
SaiERE zF iy WiE B H
E=C ]
B RIS
#iiESource NAT:
= KL B B S0
lan v wan v AR v B IR v

T T T ——
48 PFIXKIBRBRE—
ERENTES, RXEER lan, TR MAC # AR ERE RS (AR 2 RRFIBEMAEEE P HRSMNE4E IP,
N FES IP Hhks 2 MAC #bht) |, V& IP #thitESEE AR A 1P192.168.2.133 I A :

BAEINEHSE!

s
-

Ripv4 ~
08 TCP+UDP v
K&
S DCALICMPEER!  any v
L BEE O gewe
@® |lan: lan: 5 #
O [wans wan_wired: ;& fwan_dg: i
HAigE L J
SR BMACKELE v
rm— @ EEIE\SRRIOEMACs (FLEEA)
=
el JEIPiEE  192.168.2.133 v
e @ TENE LFRIORPRIPEE
B w0

D BEME)ERENR 50 TEE

BREE O pm e
O @EEM (£%)

O [lan: lan: 3= &

FEAANRENRABRAE http://www.usr.cn/
29 BXEBEREZ
AEEMRKEEE WAN, Bttt ESHRE, sfEEEF BE" REXRE, /RE "NA" . ITHE,

A AMBXF BEERIEE A WWW.USF.cn
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S BAMER

TIAMBREEER

E-Zxit
is%%E
balialiee]
&
IBH

ExME A

(€] EmEEDR

IRIPHEIE

R0

B

it

Bl

USR-G806w i5BB+$

192.168.2.133 ~
@ EEE ) AREEIPaPEE
@ FEIE ) ERERANAEE
O @& (@A)
O gExE (#8)
O [ian: |lan: 3= &
® [wans wan_wired: ;& fl wan_dg: &
i) .

Q@ SEalFEmMNEREFRIPIERE.

@ EBEAlEAN S RERINEETARRL

|iij4"E

E—]

) i

FEEAMBENEABRAS

BAELNEHE!

*

S BAMER

TIAMBREEER

E-Zxit
U4k
B
balialiee]
&
IBH

http://www.usr.cn/

B 50

XGRS RE=

BAELNEHE!

*

(e

2z

Allow-

Ay EHE =] HiE

IPv4-ICMP 7l type echo-request

o B AT wan Accept input + | @ex | 06w
4 2 Frmm RS
I1Pv4-TCPUDP
test 28 IP 192168.21334F lan Refuse forward * . 4 s x]) MBS
0 S0 0 wan
Faray -tk
P23 iy I
TCP+UDP v 0 &
Eiizz g
BF R B
lan v wan v | @ whE. .

Source NAT

FEEAMBENEABRAS

http://www.usr.cn/

51 BKERSHEEDN

XERERRE, MIMTEBLEMNINEE, BISSIFMIZE IP A 192.168.2.133 B9 IP ZILiFEFRE M,

6.2.2. IPHIERZE

BRAMEMABRRE IP 5 MAC BB ERMN, EHRRELAMUPBARVNNEF, RERE "HMHRE" 2.

= 25 AR

EXM B A

BE 3

www.usr.cn
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© o AMER BAELNEHE!

TIAMBREEER

&F i SN

R
TCP+UDP v 0 &

BRs
P
VPN AR
ERgE |test lan v wan v | B BmEEs.. |
[ g
A Source NAT
el &F Y e B HiE
=4S
B TS

#Mm2Source NAT:

&F R BiFXE SERP FliFR0

lan v wan v R v &) SRR -

http://www.usr.cn/
52 BXEEERE—
ERENES, RREER lan, ] MAC it FMFILEEZFFE (WREAFBEMRRE IP HRISMNIENE IP,
WAL FIES 1P it sEE MAC L) , WTE:

S BAMER

TIAMBREEER

BRs ER O =E
P
ZF test
VPN
Ralient (P4 v
HARE #iY  TCP+UDP v
HROEE CORICMPSE  any v
A it
: O  g=bE
i =
E @ [lan: lan: 3= #
IBH O FWahsl wan_wired: g wan_dg: &
BMACHEE BT v

D FENE)EREMEMACs (AIUESA)

JRIPHEE  192.168.2.133 v
@ FELERNSRENRIPIPTEE

FEEAMBENEAERAT  http://www.usr.cn/
53 MXEESREZ
FEBRXEEE WAN, BIRtiIHES AR IP, SIFERE "B RETKE, AT "REANA" . UTHE,
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SC HAMER | BRI A

BAMER

TIAMBREEER

E-Zxit
is%EE
balialiee]
&
IBH

USR-G806w i5BB+$

(€] EmEEDR

R0

B

it

Bl

192.168.2.133 ~
@ EEE ) AREEIPaPEE
@ FEIE ) ERERANAEE
O @& (@A)
O gExE (#8)
O [ian: |lan: 3= &
® [wans wan_wired: ;& fl wan_dg: &
i) .

Q@ SEalFEmMNEREFRIPIERE.

@ EBEAlEAN S RERINEETARRL

|%}j4"E

|

) i

FEEAMBENEABRAS

http://www.usr.cn/

BEABILNE#SE

1
*

54 BXEABREZ=

BTRBRE-SZFAENEGFEHELOMN, FHIREN "FE" , BARILRERN "FFE" , aiffikE "EL" . IR
MEMVBEREIRF, —ERAFHMNER, ELOAVES. SHRRETHENTE:

S BAMER

TIAMBREEER

E-Zxit
is%%E
A
balialiee]
&
IBH

6.3. NAT Igk

6.3.1. IP Hbtib{H3E

BEABILNE#SE

1
*

e

2 % HHE B HE
Aow 1Pv4-ICMIP 71 type echo-request
= SE FrAZT wan Accept input | @em | W
4 5 g RS
I1Pv4-TCPUDP
test 28 IP 192168.21334F lan Accept forward . 4 s x]) MBS
2 a2l 0F wan
IPv4-TCRUDP
test! SEE ArEEHL 2T lan Refuse forward | A e | & B
2 AT wan
izt =
¥ i B
TCP+UDP M {3 &0
SR
¥ B X
FEEADBKMNEZAGRAS http://www.usr.cn/

B 55 MXEEELEN

IP b3, WERFLHIECSNE IP BRI HESE MEON P Hilt, EA%E IP B HME, RASKRHEHENLE
BHYR IP B WAN O8Y IP #uik,
EE: WANEZEOMARFFE IP 57505 MSS 5, lan JBMOZIEFE IP 5IAEER MSS $Hil,

= 25 AR

BE 3

EXM B A

www.usr.cn



http://www.usr.cn/

.@
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A AMELR
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|BXRHEE A

JEFSYN-floodB5tE

USR-G806w i5BB$H

ﬁA?‘w)\EM%'

v KA
Lol g
B
yatelpRE
E=
B

EFRTCHEIRE (@]

NgE B2 ~
waaE  BE v
we == v
= HiF00E AHIE R S PR MSSHIB
lan: lan: g o | ~ (a0 2= v B v p= 0 O
R wan_wired: 8 [wan_4g: 8| = N

Az FRRERIRRO

T L L T —
56 IPitit{ARIZE
6.3.2. SNAT
£ 13 SNAT 83 %

BIR iR RINSH

e 8R B RRBERKRS R
EmLAEE ETRERARS

ZF L SR B X R I B9 42 R -

P igE: TCP+UDP
TCP+UDP/TCP/UDP/ICMP

iR IP ik FENRALREHE IP =
ARFRLEFERIP

R 0 SERREALREHRED =
AR RICE A RE O

B#x IP ZELRALRENEIRIP =
ANERRCEFEBR P

B Arim 0 FERRALREN BiRiEDO =
ANEFRRLEA B RGO

SNAT IP #thiit A8 DU AT 2 A9 TR it A1k 2 A% Lt 1t ARINEY B E X8 IP

SNAT %0 A& DU BT 2 A9 TR O 2009 e O =

Source NAT 2— B ANBEME, KEBHRERLESIRBL, FRNEERE wan 089 1P S MEXH.

= 5 AMIEER

BE 3

EXM B A

www.usr.cn
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SC HAMER | BRI A

USR-G806w i5BB$H

BAEILNEME!

WK E
DR I R AT

e
— ERgE
VPN ERSYN-floodHi
L szrxaEe O
AgE S v
sem = =
WOER =
BEAN w22 v
IR
]
RO =
o Rig - % AR mEmME 88 PR mssitsl
= R
fan: fan: 7= = | - [N Z=y Z=v Z= u] O B
iE
R o virc: 5= [wan_tg: 7] = | - mEy mEv B @ #%

FEEAMEREATRAR http://www.usr.cn/

AEIXE Source NAT,

TR -
R = Y Pr=a)
;5= .
TCP+UDP w & Fm
[T
VPN
ARSI
= A B
fan | wan o | @ Fho.

B EfE BH HE
B
HEAHIRE
#i2Source NAT:
BT TR EtmXiE FhRP ElREC
test lan v | wan v 192.168.9.1 v Bk

FEEAVBREAERAT  http://www.usr.cn/

57 NATigE—

REFMHARE .,

HABER | 5 A
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BEXMikE A USR-G806w i8BE

BAELNEHE!

IRXE

ﬁx @ lan »
o O Bwansl wan_wired: i wan_dg: i
[
i -
VPN @ FEIE N SERRAIP P
b |
N @ FEIE S AERALIR 55
Lt Brixa O [lan: |lan: 3= #
© BWSREN wan_wired: j#fwan_dg: X
E= EIfRIPHEE v
i @ BiRPsIPEE
bic!
)
@ EiRAOssE
SNAT [PEE  192.168.9.1 v
Q BITERBR NSRS
SNAT 201

FHEAVBREAREMRAT  http://www.usr.cn/

58 NATREZ

FRIP, RmOMEN IP. BNKOARE, BUAFRE ip Skhd. RETZERE.

BAELNEHE!

*

lan v | wan v | &) RIS

Source NAT

&5 i e BE
&E ICMP
test 2B BRI EF lan Bl ¢ o @ex | @

ST wan 21652
YaEpRE #iZSource NAT:
E=C5 =7 ] B P SR
2
= lan v | wan v v ) AR .

e i

e Ve w——
59 NATIgE=
MBS B FF S RS IR AL 0GR IP thhik 20258 192.168.9.1, MBI TIIAEZRI, F 192.168.13.4 B9 ICMP & HyEM it 2
192.168.9.1, AR 192.168.1.114,
KIEFA MR THIRE(P:192.168.1.114)ping S HEER — NI T PC(IP:192.168.13.4), £ PC LiME AR
mr:

BWoen CEXRE ArreT2([EE QAR @08 % B

% | ip.addr == 192.168.134 - PR, BB OEA
No. Time Source Destination Protocal Info
10.000000 192. 168.13.4 220. 195. 22. 209 TCP 50379 > http [FIN, ACK] Seq=1 Ack=1 Win=64708 Len=0
2 0.689352 [192.168.9.1 192.168. 13. 4 ICMP Echo (ping) request | (id=0x1d3c, seq(be/le)=57/14592, ttl=64)
3 0.689426 |192. 168.13.4 192.168.9. 1 ICMP  Echo (ping) reply (id=0x1d3c, seq{be/le)=57/14592, tt1=128)
6 1.689615 [192.168.9.1 192. 168. 13. 4 ICMP  Echo (ping) request | (id=Oxld3c, scaflbe/le)=58/14848, ttl=64)
7 1.689687 |192. 168.13.4 192. 168.9. 1 ICMP  Echo (ping) reply (1d=0x1d3c, seq{be/le)=58/14848, tt1=128)

9 1.825746 192, 168. 4. 63 192. 168. 13. 4 SMB2  Create Response File:

60 NAT IEiE
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<iiBB>
> SNAT &S00 100 £,

6.3.3. IwAO#A

ExME A

USR-G806w i5BB+$

IO AL RVFRE Internet B9 ENI ARG BENA R EN RS, B WAN Oitbik 89— NMEE ik O RS2 R MEs—
aEN.
RERME, BIFSWIBIEEEEE WAN4G, PAKRK ., STA, VPN)itib:sbERin O, WEIRE AL NER bl : REBwO.

© SAMER BEABILNE#SE

!
TR *

ORI LY
R
> Loz ]
P &7 iz E ) BA HE
VPN
2hgE
p—
B e Y HNEBE SR POERECE PISEIPHELE P
YaEpRE
test TCP+UDP v wanwv 81 lan v 192.168.2.1 v 80 £ #n
=4S

B
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61 WwOREBERE—
BEFEAANEG, SERALTEMNNRMNEE, AEAEANSEREANER;
REREATAN "NA" KA, EREER
EE: BIMBEA VPN+E O K, BIMEKIEIER “vpn” , vpn EERNERKLASBEHETR “vpn' XiF;
MUTHIRE, 192.168.2.1:80 AEHAREFH MRS . WRRNBMINEFABEMANE MRS, BARERE
SAMEI AR EBRET, LINIRESMNIHEON 81, WM IP A 192.168.2.1, WMiKOA 80;
> HEMMNWAN OFE 81 imAH, HlaERESEEHE 192.168.2.1:80 L.

YV V VYV V
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BAMER

TIAMBREEER
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IBER
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IBH

|BXRHEE A

WL TTIT i LY

USR-G806w i5BB+$

BEABILNE#SE

1
*

facen

ESS i ] ] BE W
1Pv4-TCP, UDP
test FE FEEH T wan IP 192.168.2.1, port 80 {7 F lan * & ] e
BT FrARSEAAE at port 81

EROSR

&F i SNEBRIIE, S hERikC] PIBBIXE PYERIPHEIE

TCP+UDP v wanwv lan

[ekim]

0 &

e Ve w——
62 IwOREREZ
® 14 WO¥KRBHFE
BIR iR HINSH
z2F HRHEOBREANEIR, FRXER z
MY MY R, TRE: TCP+UDP/TCP/UDP TCP+UDP
SMERIX A BIFEEL% wan, 4G, VPN wan
HMEBR O IRERENKOHEWOEE, SEEH: 8000-9000 =
WEA: ZSERIE O AR A ERiG O 8 =68 DMZ Th8E
HNERX 1 BHESBTMXE lan
AR 1P P28 LAN X1 IP bt =
R ERiw O JRERENKOREROCE, SEEH: 8000-9000 =
WEA: BRI O AR ABRiE O 8 =68 DMZ Th8E

<ii BB>

> IwAR%ARZTHM 100 £,

6.3.4. NAT DMZ

s O BT 24 WAN Ot g9—Ms B ik O B4t 2 A M B —& E£41, DMZ TEE2 % WAN Ot B ErA LR Q&R 2 —NE
#1192.168.2.133 k£, #EREMKORLRER—1RE, RENIIMIKOARE, |KF “HmM" 8L,
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BEXMikE A USR-G806w i8BE

ﬁ EAUER BAEINEME!

T BRE RS

—2%

BhdkiE - tROSER
IR R IR InternetiHH EHLISIRATS B MPIROH BIakRss

K&
E
[T BF VLA 543 B HiEF

AR
HARE
s
B &= Y S SR PISIRIS; PIEBIPEL PIESEAD

TCP+UDP v wan V| lan v 192.168.2.1 v ] 7&hm
5 4 /
i \

AR
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& 63 DMZiZEBE—
ﬁ HAUBR BAEAEHRE!

T BRE RS

*

TRFE el etHIL T t

K&
s
[T &7 TEAZIR) 543 BA
VPN

= I1Pv4-TCP, UDP
r— B SR
- SRERCIAG
iR BF R HMEBIX i ShEBiR ] PSR PIEBIPEE B
5 TCP+UDP v wan v lan v v 3 37m
iBH

il i

B AYENEAGRAR http://www.usr.cn/
64 DMZigE—
WE, WAN OMht8IprE R O ERBETEIRM 192.168.2.133 X&EM L,

<SER>S

> B EETR] DMZ SR EERIBHER ;
>  WAN Oiit 3% (4G, B%&. WIFI ZPiELAK VPN) ;
> WEEA VPN+DMZ IhgE, BN IGIERE “"vpn” , vpn EERNERLASBEHER “vpn' X,

6.4. inio)pRE!

R RESEMX S EEH BB RIRE, FHAMIENBRZENARRRE, ERBRZHN, EREARNRELENDE
FRNES, HEHSMITUIERRE, BEEERN, EREARNREROSZRENEZ MU TLOFES, HEHEM
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WEAREBIERE, BLREMNHRRHMIUNRESSE, WINEERIAXE.

6.4.1. HRELZH

B, ANXERPERRZE, RERNBAAZFANNSRMERNES, AERERT, ANWILAER, EREHS
RIREBTZHEZEE, MBEFRLE, MARFMAN, BABZRAZ, BAAEEIHILIRE, NME, REES, Hit
A LAERTR,

ﬁ HANBA BATEAEHGE

T BRE RS

|
x5

Pt Irﬁt =en v |

EAiRE &7 E7] =
RLEER
IBERN | test baidu.com X) fRs

4 SOEBASEIN:

Bt &= i

& &m
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6.4.2. HEHZHR

B, ALXERPEREAZE, REFMBAZFANNSZRMERNES, AERERT, AVWILAER, EREHS
ENRERAN PR EZ TS, A M AREB LA, MREEFRE, MARRMAN, BABZEZEN=, BHAEE
BEAREBINE, NE, REERBHEDEE.
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H AR BATLANEME!

T BRE RS

75
o |ﬁit|

B2 Nty E = =]
TR

B test baidu.com be] Hles:

RS
BT SEERKHEIR:
Bt &= i

& &m
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<iiBa>

> AR FI&RZ TN 100 £,

7. BATRS

BAZ=MAE: http://cloud.usr.cn/, ERABAZRSE, TTUEEHBEEEGEATHITLSE., BE. ARURRESESERE,
BHITENE. F—NEE,

BHBIANNERGAZ, BREEEATFMNIENOER, HERE,

BHABREABEASTKRRIERL: https://www.usr.cn/Faq/1437.html,

8. BRMRSINAE

8.1. #AEZMEN (DDNS)

DDNS (Dynamic Domain Name Server, sii5&ZRE) S¥BEFNHE IP RSN — P MEENSZRARS L, B
PEREENENMNREEPHEFASBEEREREZENNNS IP MIHMEX AU TFREEEN LNRSERS, REHER
A SRR DNS BRS5H STEL s 7SI 2 R AT o

8.1.1. EXHNRS

HSHBNERPARPER, F—7, BERESHXMRS (£ "RKS" THAEDPES, EHFXIME DDNS RSE,
XEFERTER) , RETEWT:
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https://baike.baidu.com/item/%E6%9C%8D%E5%8A%A1%E5%99%A8
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ExME A
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BAEINEME

|
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i

£zl wan_wired v
@ DDNSeHmEEL

WsiRfEs  Oray ¥
@ EEiRiE

BPE yss0520
B sesssses &
o7 fe26203015.zicp.vip

EsaTE 300
@ = #, 30-65535

SHESERUWT:

hee

Ay
£REO
RS EME
RAFP&

=15

&
GEZSIINEY

8.1.2. BEXHIRSE

A AENBAGRAS http://www.usr.cn,
67 DDNSiRERME
& 15 DDNS 8#%
kS
A)iE{ERE DDNS I g

RIEHRIEE WAN O
E1ES DDNS BARS thtik
HEZKFA

HEZED

DDNS ERiEME &

M P it 25 B B 8] 18] B

NE
Rk
wan_wired
dyndns.org
username

password

z2

-

300

EMER, BEIRESAFH DDNS RS (REE "RS" THED, &F "BEX" , RNXENREFRER) |

ERAENT:
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BANER

T BRE RS

ExME A

HREDNSRIF AN ERE— N

USR-G806w i5BB+$

BAEINEME

|
*:

i

REEIET AR, (BiZisE R IR LU

K&
BARRS e wan_wired v

@ DDNSeEmmRER
DDNS
SNMPD ESsisews - BEY - v

@ Essimfes
ZES

DDNSfgsss  ddns.oray.com
VPN
&2 2] =0
e DDNSESRURLEZ  /ph/update?hostname=S6her
B BFg yss0520
i D ssesssss 2
e fe26203015.zicp.vip
EadE - 300

@ =4 #, 30-65535
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DDNS BEXBSBHMIRERE

> DDNSIfgE, NEMEH[FESEIINPRE—DHNSHEZFEAINGE, NECHBE-TEHBRIERNECH WAN O IP ik,
> ANEAERMBSEHZNSXNERNDEEARS.

> SHFENTEE (UREXHA) .

% 16 DDNS HEXNBRSS#=E
I&E AP HINE
FiE ‘) i%fERE DDNS I &g AR
AN RiEH KIEZEH N WAN O wan_wired
RES[IBEE | TDEEENRSRE, BOEEEEN dyndns.org
DDNS fR$%& | DDNS BRE@thtt, L4 #ES ddns.oray.com 2
BR%5/URL 51ES DDNS 89ARSS URL IRER (XBUREERT A, RS | &
EEAEX) , EF URLASUT:
/ph/update?hostname=%h&myip=%i
BFP& BESTKFE username
by HEREHE password
k=S DDNS ERi589E5 =
O EEEOSR 24 X EBi%IF eth0.2, R HE L% WAN
A
EHEHE (s) | M P Mt IR0 6 8 i8] bR 300

8.1.3. DDNS 4%

THEMIADDNS REREEN. BARINEE—THCHERKNAKN IP ik,

HABER | 5 A
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69 DDNS izt B —
ARG, iﬁzﬂ‘]r PC L ping & fe2620301 5. Z|cp vip, TP ping i@, 483 DDNS EL 4%,

. TTL=127

0 (on EHL,

70 DDNS Mi{E—

> ERBERIRIETRIESSH, RS/URL, HENEE, BFRFEEE, EOSSHIRRIER;
>  BEMAFWN TR, KINEERTLMENSEZER;

> DDNS+ imAME ol ASSH S HA a AR HEIZ MM ;

> WRIBHBEAERIMG, REDBRIMINAN IP, BBAKRINEET EER.

8.2. SNMPD

G806w E & SNMP(fa B M SR IMIN) RS, Bo] LB SNMP G R EHITIEREEREER
EREEMEE, TF——FMGHTURMEB RS, NRESIF SNMP BRAE V2C 7 V3 R,

SHAMER | g A

BEIRESH K2R
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H AR BATLANEME!

T BRE RS

SNMPDESNMPREREHREEER, KEFnet-snmpliaHE,

snmpITXRELE

snmpIFAERE (@]

FAFEE(FHTSNMPV3)

BPE user
aple
=4 INIEER AR v
1B INESRX  SHA v
SIS sessccce 2

B AYENEAGRAR http://www.usr.cn/
71 SNMP [RZiRBERE
£ 17 SNMP &2¥ 5%

IR AP HINE
Snmp FXEE Ak fERE SNMP RS RAE
BFP& A B SNMP BB PR BIE R user
UNNES:] INESHAAEBRMNE INIE
INEER P AN EAL R T PE B A9 E MY . MD5 3§ SHA SHA
INEZ RAFENESE authpass
mEER MEHMNEE, DES 3 AES DES

Nz 249 {ERAMEZFL PN 23 privpass
RABRNNE KIRENNE JiNan
RABKRA RIRENBEREA WWW.USF.CN
RAER KIEBENRAEZR Smart_Router
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TEST

TERER
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Httpiml
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72 FHNESARXEERE
BRHEESENZBIA USR-GB06wW, ROJE|HIFTIZRE .

9.2. NTPig&

AREINEE, TRERARNKX. RFEE, PURIZE NTP #ITNENERL,

ﬁ HANKR BAENEHRSE!

TBEREESSR BmmIHT I+

EXBEEERESRAMEEANSHE, FINNERS, NK, NTP,

ey

R&

B AlbENE  2022-12-21 14:23:45 Wed | @ mzERISasETE)
2 HE  Asia/Beijing v

VPN

e}

B oy

4
= ERNTPERES

BEY
NTPERSSR m}

ENER
e 1BENTPIRSEE  ntpl.aliyun.com 3

time1.cloud.tencent.com =
Htpi[] time. ustc.edu.cn )
it cn.pool.ntp.org )
ED/FR

=1 = =

FEE ARSI E RAS] http://www.usr.cn/
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9.3. HFPAZEWHRE

EABBTLNEE, BIABEN admin, BPEATEE, ASBHSESE (NRAZRSH) |
ﬁ HANER BAEAEME!

T BRE RS i

EEB
ERHIRENEERAES

B (oo

ac] &
VPN @ TEXE: BF FONEERZES. FAFI640FH

WA &

— [ ]

ERERER
BRI E

Httpiz]

BE
EBFR
B3 o
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94. BHEMELE

|
*

TBEREESSR

ﬁ HANER BAMAEME

*s &8
1SS
s B
VPN £ R,
e .‘Fﬁﬁﬁ: O srisEty I
o REELTRE: @ Hi5
I st
ERER womm: [Faecd B
BfiERE
Httpim

RISHTHE
B&

HEABNOEHARSTERIRS, AT RERE RETREIRE,

En/FHR
{RERCE: ]
=]
e ST O s | @ RSEE..

B AUBENEAGRAS http://www.usr.cn/
75 BWEHRLERE
SH L BB (xxxtar.gz) EEFBERBEAR, SEHBEBERTFHER.
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BEXMikE A USR-G806w i8BE

ﬁ BEAUBR BAEINEBE!

T BRE RS

—2%

i3
-
VPN &t TR
BkiE |‘F§i§#} O ity I
~ R wERLRE: @ T

E5)
gy EESERLERE.
HENRE
Httpizd

RISHRIE
HE

HEAENEAIREEERS, ®E GERE HETRERE,

RERE: L)

BE
m B O O FSEE..

FrEa AN G RAS http://www.usr.cn/
76 SB/KERE
SHEWN: [EF "TREN" RHE, TSRS HEE, SR AESEEIE, il backup- USR-G806w-2022-12-20.tar.gz ,
HRFIARM,

95. WEWIRE

BEMRE MRS L SHIRE.

ﬁ HAUBR BAEAEBE!

TBEREESSR

s

jil7e=3 EHNELNRAERE T,

[ THER: 0 £EEs

ks

£ wEEE: [Feror D | O LeEk..
Y

ERER

R
Httpiz] _HEAEREAARSTARS, HE FERE RESRERE,

B e

SR Easwee: [Famon | DS | O BSEE.
B

iR

FEE ARSI E RAS] http://www.usr.cn/

77 HREWITRE
AEREAIREHIRE, AINEE, S Reload REEINAE—H(, Reload REHIER
Ki% 5s U LRI, BRASBETREL 8588, HEHER;
BREMBE, FAERTHENE 1R, RAEXE (BERIRX) .

>
>
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9.6. EM4¥FAER

BEXMikE A USR-G806w i8BE

USR-G806w &% 3 web AXELBEHHR.,

ﬁ HANBA BAEAEMRE!

T BRE RS — %

s

BREs S/ REETRARETLE,
R TEsh: O LuEh
Ve wERLRE | © W
iyt
~ R HeEpERERE.
2% wemE: [Fozor | O | @ sk
BB
ENED

HEEE RISHNEH

HEAEREAIRE SRS, ®F GERE RESRERE,

Httpizd

5= 1RERE: m]

P | miscE [Do0n | Os | O esEE. |
=5

2
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78  FRRE

< BA>

> EfFARIRSFEI-4NHESL, BEA4NPEBRERME,;
> UEERE "REEE" ;
> EfRRIRPEFAEMBHERNL.

9.7. ER

TBEREESSR

ﬁ HANKR BAENEHRSE!

R
B ESTRERERS

RS ==

VPN 2 s

BEY
EHER
EENRE
Httpiw
H&
=B/

.

FEE ARSI E RAS] http://www.usr.cn/
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79 EERE
RERMERKHR., EENBSEARN LEENNE—, U981 SHEREEMMI.

98. TEWNER

LRRER. 88, SAERNENAXNBHAB[HTENEENER, EHERETES, REKARETREN. 1
HIREWMT,

BABELNEBE

|
.

TBEREESSR

Bk sEEE SH v
~ RE EEVANE 2 v

E O miERSEE (NHASH) | BRISERAN HE MRS EEaEEE.

B BHLBEIGRA)  4:00 -

Ve EEanE 4:24

Httpizl

Bi&

=0/

== [ s | o |

FEE ARSI E RAS] http://www.usr.cn/

80 ENEBRERE

9.9. Log

Log A REBEEEFMAMAE, UFRA-RADEREN,

<iziE B &>
> ITfE log BRSSES: IEif UDP ARSSEEM IP, ZIP 5 0.0.0.0 NABHIZERRE;
> =72 log BR$SE8I% 0 : imim UDP fRSSE8IK A,
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BATELNREMS!

IUEERSGAT, SENAEE, HREFMIVPNES, EaREETUDPIYETERR,

mEEsEe  0.0.00
@ EAudpiiy, RiF=ay0.0.0.0%%A

TEESEED 555
5 @ EE=nER

B
ERERER

EEEE @

Httpiml

MEMBEABRAST  hitp://www.usr.cn/

EEEE

> AZBEER: HEIL. BE. TR, &, B2, EITHER. B, £2, #£817ME%; #IiFEIRE, E2585,;
> MABEEER: BL;
> BE (W%, KA. VPN) XEHIIREE. 52, XFEASXHSH,

> HAMER

T BRE RS

45 (none) daemon.info pppd[4889]: Closing PPTP connection

06 (none) daemon.info pppd[4887]: No response to 3 echo-requests
5 06 (none) daemon.notice pppd[4887]: Serial link appears to be disconnected.
06 (none) daemon.info pppd[4887]: Connect time 2.4 minutes.

=y 06 (none) daemon.info pppd[4887]: Sent 0 bytes, received 702 bytes.
06 (none) daemon.notice netifd: Network device 'ppp0"' link is down
SR : Interface "ppp0' has link connectivity loss
= o 06 (none) daemon.err pppd[4887]: MPPE disabled
" 09 (none) daemon.notice pppd[4887]: Connection terminated.
BRI E ¥

09 (none) daemon.info pppd[4887]: Exit.
Httpimd 35 (none) daemon.info pppd[10807]: Plugin pptp.so loaded.
35 (none) daemon.info pppd[10807]: PPTP plugin version 1.00
35 (none) daemon.notice pppd[10809]: pppd 2.4.7 started by usr, uid 0
37 (none) daemon.info pppd[10809]: Using interface ppp0
37 (none) daemon.notice pppd[10809]: Connect: ppp0 <--> pptp (47.93.32.32)
37 (none) daemon.warn pppd[10811]: Non-zero Async Control Character Maps are not supported!
37 (none) daemon.notice pppd[10809]: CHAP authentication succeeded
3
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ExME A

BANER

T BRE RS

USR-G806w i5BB+$

BATELNREMS!

K& &
£-3

AEETER (B
W34

HAEEZR (&
VPN

B A v

Dec 21 13:29:27 (none) user:

Dec21 13
0 Dec 21 13
Dec 21 13 3 (none) user.info USR_GPIO[1426
=y Dec 21 13:31:12 (none) user.info USR_GPIO[1426
Dec 21 13:32:04 (none) user.info USR_GPIO[1426
ERERER
ey 3 (none) user.info USR_GPIO[1426
HERE 6 (none) user.info USR_GPIO[1426

Httpiml

:33:48 (none) user.info USR_GPIO[1426
1 (none) user.info USR_GPIO[1426
4 (none) user.info USR_GPIO[1426

fo USR_GPIO[1426]: The application works fine

0 (none) cron.info crond[3185]: USER usr pid 6915 cmd /sbin/net_check.sh &
9 (none) user.info USR_GPIO[1426]: The application works fine
]: The timer works fine.
ik
]: The application works fine
5 (none) user.info USR_LTE[1433]: [ec20/ec20_cmd_table.c][573]:
ervingcell”,"NOCONN","LTE","FDD",460,00,8B812E1,396,1300,3,5,5,53BE,-65,-6,-39,28, -
]
9 (none) user.info USR_LTE[1433]: [usr_lte.c
9 (none) user.info USR_LTE[1433]: [usr_lte.c
9 (none) user.info USR_LTE[1433]: [usr_lte.c
:33:39 (none) user.info USR_LTE[1433]: [usr_lte.c
]: The appl
7R
]

The application works fine

The timer works fine.
The application works fine

269]: NetMode: FDDLTE
sq: 31

0.58.48.62
2272]: lac: 53BE, ci: 8B812E1
ication works fine
The application works fine

: The timer works fine.

3 (none) user.info USR_GPIO[1426]: The application works fine
5 (none) user.info USR GP]O[14261 The aﬂpllcatlon works fine

A AR EAERAS

<SHAMBEE>
£ AMASRE, aF “TH

-+
oy ,

BAMEN

TBEREESSR

Dec 21 13

Dec 21 13:36:25 (none) user.info USR_GPIO[1426]: The application works fine
:30 (none) user.info USR_LTE[1433]: [ec20/ec20_cmd_table.c][573]:
+QENG:"servingcell”,"NOCONN", "LTE","FDD",460,00,8B812E1,396,1300,3,5,5,53BE,-65,-6,-39,28,62
Dec 21 13:36:54 (none) user.info USR_GPIO[1426]: The timer works fine.

http://www.usr.cn/

W= BEESEE.

BAELEBE!

: 10.58.48.62

Dec 21 13 7 (none) user.info USR_GPIO[1426]: The application works fine
" Dec 21 13 0 (none) user.info USR_GPIO[1426]: The application works fine
et Dec 21 13 8 (none) user.info USR_LTE[1433]: [usr_lte.c][2269]: NetMode: FDDLTE
Dec 21 13 8 (none) user.info USR_LTE[1433]: [usr_lte.c][2270]: csq: 31
i3 Dec21 13 8 (none) user.info USR_LTE[1433]: [usr_lte.c][2271
Dec 21 13 8 (none) user.info USR_LTE[1433]: [usr_lte.c][2272]: lac: 53BE, ci: 8B812E1
PR 5 (none) user.info USR_GPIO[1426]: The timer works fine.
Dec 21 13:39:02 (none) user.info USR_GPIO[1426]: The application works fine
VPN Dec 21 13:39:54 (none) user.info USR_GPIO[1426]: The application works fine

Dec 21 13:4
+QENG: “ser\/lr\gcell“ "NOCONN","LTE","FDD",
7 (none) usermfcv USR GP]O[1426] The appllcatlon works fine

9 (none) user.info USR_GPIO[1426
1 (none) user.info USR_GPIO[1426

1:
i
]

:37 (none) user.info USR_LTE[1433]: [ec20/ec20_cmd_table.c][573]:
460,00,8B812E1,396,1300,3,5,5,53BE,-65,-6,-38,27,62

The timer works fine.
The application works fine

: The application works fine

£ 6 (none) user.info USR_GPIO[1426]: The timer works fine.
Dec 21 13:43:24 (none) user.info USR_GPIO[1426]: The application works fine
iy Dec 21 13:43:37 (none) user.info USR_LTE[1433]: [usr_Ite.c][2269]: NetMode: FDDLTE
7 (none) user.info USR_LTE[1433]: [usr_lte.c 2
_ 7 (none) user.info USR_LTE[1433]: [usr_lte.c
ENER 7 (none) user.info USR_LTE[1433]: [usr_lte.c :
6 (none) user.info USR_GPIO[1426]: The application works fine
HENRE 4 (none) user.info USR_LTE[1433]: [ec20/ec20_cmd_table.c][573]:
+QENG:"servingcell","NOCONN","LTE","FDD",460,00,8B812E1,396,1300,3,5,5,53BE,-68,-6,-42,27,-
Httpis[] Dec 21 13:44:56 (none) usermfe USR GP]O[1426] The timer works fme

ED/FR

Dec 21 13 45'08 (none) userrnfcv USR GP]O[1426] The application works fine

9.10. HTTP iz [

W IHEETIR B H A Web BRNIFEOS ., RERE

> AMBER
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H AR BEATEILNEHE!

T BRE RS

HTTP 8RO0S
AT RRHTTPEOS, AR
RE

"

Httpgsl 80
VPN @ FEREHNFEEHUHI

B

ERER

BRI E

B

EH/FHR

B3 -

FEBAPBENEAERAS  http://www.usr.cn/

85 HTTPHOSIRE

10. AT 5SS

10.1. #ELFR

1 AT Wik AT $5< 0] fER

2 AT+R EF=ia)

3 AT+CLEAR IREHIRE

4 AT+VER TR EHRA

5 AT+MAC T HFNZE wan 0 MAC
6 AT+APN EWHIKE 4GAPN FE

7 AT+SN FIRE SN

8 AT+CSQ EHIREF IGESRE

9 AT+CPIN &Eif) SIM BRE

10 AT+IMEI FIRE IMEI

11 AT+ICCID #if) SIM & ICCID

12 AT+MCCMNC #if) SIM & CIMI

13 AT+SYSINFO THEERRMNEEL

14 AT+CELLULAR TFERBEEMMERL (EATEH)
15 AT+NETMODE TN MERERL

16 AT+WEBU T Web BERAFPZEH
17 AT+PLANG &= web BFES

18 AT+UPTIME BHRAEITHE

f;?gﬁ?g BEME A WWW.usr.cn
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19 AT+WANINFO T WAN MEER

20 AT+DIALINFO T 46 MEER

21 AT+LANINFO T LAN NEER

22 AT+WANN i WAN O E

23 AT+LANN #if) LAN OR B

24 AT+LAN Eif/IRE LAN ORSE

25 AT+PING #47 ping H<

26 AT+NETSTATUS THBRINBRERMRER
27 AT+ALYSIMSWITCH EFH/YIRIZER

10.2. AT 553F R

10.2.1. AT

10.2.2. AT+R

IR Wik AT 154
] AT
OK
wE x
2 iR[E: OK
i8R ZIESMANAER, RE OK 183 AT I5E AR 0K

Ihae BRIRE
=i %
RE AT+R
OK
B2H %
L8R ZmLERNIT, EE OK AFIREEN/ZN

10.2.3. AT+CLEAR

= 25 AR

U BA MEEE

IngE wEBIRE

£ %

RE AT+CLEAR

28 x

WA ZwLIEWNT, TREKREL ERRE.

EXM B A
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10.2.4. AT+VER

e BERERERAS
&if AT+VER
+VER:<ver>
RE I
2 ver: YRR E R A S
%88 ZoLERNIT, REHFRERAS

10.2.5. AT+MAC

e #3 WAN O MAC

&if AT+MAC
+MAC:<mac>

RE x

BH mac:WAN 0 MAC

iEA

10.2.6. AT+APN

ee EWHIKE APN ER

i AT+APN
+APN:<apn_name>,<user>,<pw>,<type>

RE AT+APN=<apn_name>,<user>,<pw>,<type>
OK

o apn_name:apn #i it , A E[0-62] F T, X F FHEEH
[a-zA-Z0-9- #@)

user: P4, TAZ[0-62]F75,[33-126]LAREY ASCI 4%
pw:EH, T AZ[0-62]FT5,[33-126]LAREN ASCI 4
type: ¥ A=, none/pap/chap

A ZoQLERIIT, TERREERELEN

10.2.7. AT+SN

I EifIgE SNER
Eif AT+SN
+SN:<sn>

SHAMER | g A
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’E x
2 sn:20 {iZ sn &3
1588

10.2.8. AT+CSQ

g EHIREF IGESRE
=i AT+CSQ

+CSQ:<csg>
®E %
B2H csq:EEMESE
L8R %

10.2.9. AT+CPIN

IR EFFIRE SIM R

=i AT+CPIN
+CPIN:<cpin>

RE I

S cpin:SIM RIR&E

iEA

Ihae EiFIRE IMEI

] AT+IMEI
+IMEl:<imei>

RE x

BH imei:ig#& IMEI S

i8R

Ihae #Eif SIM £ 1CCID

] AT+ICCID
+ICCID:<iccid>

RE x

BH Iccid:SIM & ICCID &

488

ksl s 2 28

www.usr.cn
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10.2.12. AT+MCCMNC

e & SIM & CIMI

&if AT+MCCMNC
+MCCMNC:<cimi>

®E I

S cimi:SIM & cimi &

L8R

10.2.13. AT+SYSINFO

IngE Zif) SYSINFO (58

&if AT+SYSINFO
+SYSINFO:<ops_operate>,<ops_net_type>

RE x

B2H ops_operate: ZEEER

ops_net_type:IE@ER

I&E TN EERL

] AT+CELLULAR
+CELLULAR:<ops_net_type>

RE x

2 ops_net_type:IF@ER

488

ke EHENMEER

] AT+NETMODE
+NETMODE:<type>

®E %

BH type: &= MM & H

488
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USR-G806w i5BB+$

Ik Eif) web Bl E 55

Eif AT+WEBU
+WEBU:<user>,<pw>

®E x

B user:web ZEHEF &
pw:web &2

i8R

10.2.17. AT+PLANG

e Eif) web E[HES

&if AT+PLANG
+PLANG:<plang>

RE AT+PLANG=<plang>
OK

2 plang:zh_cn/en
zn_cn: X
en:Z

L8R

10.2.18. AT+UPTIME

IR EHRARIBITHE

=Eif AT+UPTIME
+UPTIME:<time>

RE x

S time

i8R

10.2.19. AT+WANINFO

IEE Eif WAN RRER
Eif AT+WANINFO

+WANINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_
bytes>|<tx_bytes>
®E x

2 mac:wan M- mac

HABER | 5 A

www.usr.cn
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ip:wan M- IP
mask:wan &7 M #E3
rx_packets: #EUE%L
tr_packets: &iZE%
rx_bytes: EWHRE
tx_bytes: KiZiRE

WA

10.2.20. AT+DIALINFO

InEE Eif] 4G MRER
Eif AT+DIALINFO

+DIALINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_b
ytes>|<tx_bytes>

%

mac:4G f-£ mac

ip:4G MK IP

mask:4G /-~ F M55

rx_packets: #EUE%L

tr_packets: &ZE%

rx_bytes: EWHRE

tx_bytes: KiZiRE

]

W | &S
&

WA

10.2.217. AT+LANINFO

InEE Eif LAN MEER
Eif AT+LANINFO

+LANINFO:<mac>|<ip><xmask>|<rx_packets>|<tr_packets><rx_b
ytes>|<tx_bytes>

x

mac:LAN M- mac

ip:LAN f-E IP

mask:LAN -5 F M5
rx_packets: #EUE%L

tr_packets: &RiZEH

rx_bytes: EWHRE

tx_bytes: RiXRE

pa b

SNECE VLAN, N e5<iR M lan 52

]

W | &S
&

WA

Eﬁé?ﬁ?;&fﬁg H*MﬁﬁA WWWwW.usr.cn
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10.2.22. AT+WANN

e Eif) WAN OE &
&if AT+WANN
+WANN:<type>,<ip>,<mask>,<gateway>
RE x
e type:WAN QMY KR
ip:WAN IP
mask:WAN F % #55
gateway:WAN %
L8R

10.2.23. AT+LANN

Ihae & LAN ORE

] AT+LANN
+LANN:<ip>,<mask>

RE %

2H ip:LAN IP

mask:LAN F M5
pE
WEEE VLAN, U E SR [E lan E 8

WA

10.2.24. AT+LAN

e T /iR E LAN OB E
&if AT+LAN
+LAN:<ip>,<mask>
®E AT+LAN=<ip>,<mask>
2 ip:LAN IP #RAE IP #HE#&3E x.x.x.x  x:[0-255]
mask:LAN FRIEHE  x.x.x.Xx x:[0-255]F&FMEBIRERR
i
SNECE VLAN, N e5<iR M lan 52
L8R

10.2.25. AT+PING

IngE #17 ping <

HABER | 5 A
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BN | B A USR-GB0Gw I
=i %
RE AT+PING=<ip>
PING IP(IP): 56 data bytes
B2H ip:IP T, AOTAR, B ping BHEX
Blan-c 1 T3
PR#%I[1-200)
pa b
SHENTILAR 1P 12
L8R

10.2.26. AT+NETSTATUS

IR THRINBERERMRER

] AT+NETSTATUS
+NETSTATUS:<net>

RE x

2 net: LLBY EMIM-FRZES

i8R

10.2.27. AT+ALYSIMSWITCH

ke T /IRIEES
&if Ki%X: AT+ALYSIMSWITCH[=<ZE £ 8>]
JR[E]: <stat>
®E I
B EERAER: CMCC/CUCC/CTCC
CMCC:#3h
CUCC:B4iE
CTCC:H#f5
state:OK/+NONE
RE OKRFIREMY, FIaS KR (FAREZTIHAEIN)
WLEA MAERTER, BAEREZIES

1. RESHA

AR B FAAAIIRFREIF], FRUPTRHER, FUELREREEHAEFELAMIRFRITFE ., BREEFRIHE
EERXNFMFPNREZIN, BAAMARBEATERERE. HE, RABNAFRNEEN/HERARMEEDTHREERNE
R, BEMTRNSERREMRYE, SHEINETEAN, BRRIECMRFRNENFZEFHIREER. KA MY
FRAE R RER BN, RABTEM.
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12. EFAE
RPERRE FEHAS EFTETIE)
V1.0.0 SIS, STSAAEXINEEHAR 2022-12-21
B ZHR, P19 IRKAL.P21 EEERKEEEMR. P27 Wi-Fi+LAN #Hi+H# 30 1
V1.0.1 2024-06-21
=P iR g R
V1.0.2 B P41 BZBHR 2024-07-31
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RAEAMEAE: https://youren. jd. com

B 5 M uh: www.usr.cn
FARZHFITE: im usr.cn
S S 1ERK4E: ceolusr. cn
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