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14 ERBTME
R EE B R Ay . R IR S R A 0 R B TRl — 2, 2008 50 BV sE AR s .

2.10. it RMES

AR A T 1 TR 5 4% AT BLS (S8 P O % e s EAT SE I A B, DTN R
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S EAMER
TUERE S

USR-G800V2

HRNES
B EScrontab AT HRIES.
W

i ey */10 * * * * Jetc/init.d/Net_4G_Check.sh
0 */4 * = * [etc/init.d/sysntpd restart

14 2 * * * gleep 5 && touch /etc/banner && reboot -f

BakiE
p

5
EEN /

15 HHXEFRE
THRME S SR % 2
[minute] [hour] [day of month] [month] [day of week] [program to be run]
Forr BN ZH AU T R 2
» minute(0-59). hour(0-23). day of month(1-31). month(1-12). day of week(0-7,0 or 7 is Sun)
> BANSHEGEUE TG 4 MRS« RonER: - Rl | BRWEE2ME; /1 BrfhE

<iji, B>
> JEHE A RIMES VRS 10 23 BhHET 4G BRI

> R A RIS oA 4 AN R AR ) R

> FEB=AES R 0 00-6: 00 2 [ BEHLE 3 % h 3

> VRIS TRRAE 7 47 R SR, SRR R B A

> MERIEHTS, BB N B R T, BN E T 5546 4 BT
> RAE RIS — ARG TR 5 R BR,  TR 5 2 B0 B e 5 13
2.11. Log

Log i HERMAMHE, T RE-RAIBEXHEN.

w2 Log

> IEfE log RS #%: i UDP R45 #4311 IP 8344, 4 IP 25 0.0.0. 0 B A5 HIZfE H &
> IEFE log MRSS A%l . 1 UDP R 5% 283 s
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S AU
TUmBEMEEER

USR-G800V2

m g

C] iRz 0.0.0.0
~ R UDP Server Addr
B M0 555
BTN
TS

B 16 ix7Elog WA
HhH &
> WEZHEHER: KR, S8, e B R,
AL, B2mE.
> MHHEZS: [
> HE (WE. M. VPN LRI S E. B2,

S HARER

TUMBREESR

USR-G800V2

EERERNPIERES.
W&

B, SR8 AN IR

SRR B CRERETHD .

BAEINEHRE!

BB 5 | English

RS
[z

| o |

BORENE
e WEEFER EE v
HREFSER B8 v
s 4G_LOG[827]: [Sim1_thread_ltedial @
&5/ 4G_LOG[827]: [Sim1_t m
/7R

4G_L0G[827]: [Sim:
4G_L0G[827): [get.

& 17

A log TH

3. M OThAE

3.1.4G &

A% A% SRR 4G/ 3G/ 26 Il AR L, IRV I AMB R 4

TEA 46 H O ThREMER] .

AI{SHRYE ST AER KA

b
&
(=}
=
H
—
o
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AGHE M ThEEAHE &

4GENO

¢

WIS 0T

USR-G800V2
W=
k=

DHCP/DNS
&
Emsai)
FIEEIZHT
QoS
EmE=o s
sl =]
5

EH

EHFRE APN#z H _ .
(ETH1/PPPO} { P EEE ) (_-1l‘1ternet

REGET o
GETEE, IP, ﬂjﬁf&?
ES) < : ;

EREE

B 18 4G DgEkr=E

HEWANL WAN 4G1 LAN

10 - WAN 4G1
EEMEEES,

PERE kSRS

HE iGTTHIiE: 3h 5m 34s
MAC-fitht: 36:F4:86:D8:D1:C5
21 1.03 GB (807394 ity
A% 43.97 MB (332294 E5E8)
IPv4: 10.9.21.174/30

i DHCPEFiR

ﬁwcpﬂa‘zﬁiaﬂﬂm& 4GRouter

19 4GEEFE

PRSI BRI, WAREE AT )y 0, ACRA MR AR BERINIETT .

£ 6 KER

1 iBAT ] AL H N BOE T AR RiHE T
2 MAC #iik AW MAC Mk
Pl % AW R R BN S R EEES T

AI{SHRYE STV ERRIK
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4

IPv4

AREA WAL TPv4 HpiX

<iﬁ, BE >

> USR-G800-42 V2: C#Ffe%)), BEIE) 2/3/4G ALK HAE 4G

>
>
>
>

3.1.1. APN i &

USR-G800V2

#E
=
~ R

&L
APNZE

IPSECIZE
T
DHCP/DNS
Filg
kel
[ZEe i

USR-G800-43 V2: X ¥i#a)), HKiE, AN 2/3/4G, NaMil
4G B IEZEM, PRREERIA
% A BN 28 WAN ARG, HUGRMEA 4G %%
WEREEH APN LM, 155% APN ET /44

SIMEEE

APN LTEES

APNiBiE

RRE

=5

PINGEEE

EHRPD B3

L

AR BEEY)

FEETHEETE(s)

[=huirr= b

|:| B EEESIMEPINGESS

OFF | v
PAP v
30

10

QoS
RLERME
hable]
-3

BH

B EeEERREREEEE, EEREREEREMEa1

WANOZEE 55| v
o
EAHFE LVPNIERSGARS, SFSERUCRE.

2EES Custom| v
@ EEREREEEIE, MEESEaEY

FEHENH(IPEREE)  114.114.114.114 v
20 APNEETH

AR A I LR E R, APN BB KA E AT DIAHI L, BN “ Hshia s B,
IR T APN R, FRAEMALBCE APN Hidk GEFEEHE X5, BTEHS) , A4S,

# 7 APNHXSH®R
B Dt
APN HbiE THHE LI APN ik
M4 BRINNZ . WHEH APN RiF IEMES
) BRINAZ . WHEA APN K5 IEfIES
EHRPD JH 3 3.5G WM&t B 5h
BT APN A7 20, BRARTHA]
) W 48 20 BRIN 30 EC DA N 4% 42 54 3%
oAt T PRFFERIA

o
HE

AI{SHRYE ST AER KA
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> R 4G FALR EM, AANH IS0 APN W E
> WEAMEH T APN £MWK, S EIHS APN #ihk, H /4R
> AFELNEE TN APN LW RS AR, APN Hublb. B PRI (fh) , iEEHIEER.

3.1.2. M&H|Rik#

AG B SRR P2 1 2K, BOABCE N E S, WEE 46->36->26 MIRJed, H Bhuk £k .
URERANIE 4G 1) STM R, B W48 7 B4R E (LLanfEda g B A 26 B 36 M%%) , NI Fqide s R4 i 20 CAR PR
SR BB E RS , R

US R-G800V2
APNiSE

APNihE, AFELIEEEEE, nREESERAPNE, EEEEESH

b1
R SIM=1 2=

APN LTEREE SIMFRE

#0
I
B (EFe/3/4cEN =E 85

IPSECIRE Fam Bil4G>36>2G)
Foee et = b o N =

4G>3G>2G)
DHCP/DNS

ITE BANDLOCK  LTE FULL-BNAD

E=1E=
SFERER AR14G Pingtaill D ARG pingiefll, ATRNMGREHERIE
A2 T

21 LTERETNE
Bk dE T 3G AU 3G fRIERT, 4G Bt B TECEY, AT HERRE BEE B A NI 3G M4 . SR UK B
WIF, Hr LTE BANDLOCK 4t % ®: LTE FULL-BNAD—ERiAE, 4B, LTE TDD—TDD #iEk
x 8 PN RESR

I )36 5 #/iE

H 3] 4G>3G>2G BRIALE

2G 2G>3G>4G EHT 2GR

3G 3G>2G>4G EHT 3G

4G 4G>3G>2G & TR 3/EGE/ AS 4G
Hoth

3.1.3. 4G ping

S ping AP TRE, F TSI AG MAGERRRES, BUAKHPRE. JFR 46 ping IThEE, BH2E
BFG 5 (KN T 253 A 2 AR bk, 5 RO B 5 K I 2 H B E R %o

AI{SHRYE ST AER KA

H
)
o
=il
N\
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| REINGEAL, T S A i R, M e s AT VT P Ciasma 2

SIM-51 B

USR-G800V2

3.14. SIM B ZE &

APN LTERCE

SIMEEE

i3
v W& ER(EEEL/3/4GH, HiE  Smv
- FEFAT, BIALG>36>2G)
#0
RER(LIEFERHAEA B3 v

APNiZE 4G>3G>2G)
IPSEGRE LTE BANDLOCK  LTE FULL-BNAD v
T /254G PingiEil @ [EESERAGC pingil, AT RIMCHESERIT
DHCP/DNS
= axIP 114.114.114.114

E= 15 @ FBFpingeinE— it

2
M s=iesp 8888
[ZES © FFpingt M= ipitit
QoS PingEIEIAR 30
e —— Q= ¥
BakiE PingEMAIREL 3

© TE: BEpngHEERpng R, FEAEA), BrERERE TR S RN TR S RET

5
., RERIE Restart LTE v
piEh ]

[

R

SIM _E‘,fl:l u_nJ.Kj_‘_‘/%i::'éQHEl/%

W&

& 22

AN SIMRECE R, U0 SRR H B i)

APN LTERE

et

(loop)

A

@ EREMRBEHIRE, ERRAREESLTE

4G SCRY ping %M

SIMERE

AT BLEE A A AR S A

Mon Nov 13 14:29:02 2017

358511040307484

USR_G402tf V1.0.6B01P14

IPSECIZE

SIM-ECIMIS 460110319458266
Tk

HEMEER READY
DHCP/DNS
. SIMEES 89860317745312052664
sopa EERES CHN-CT
Bt
SR EEEE normal(165)

=A1=
QoS ZE e 4G 250
e CREG =354
] HiEE *333E","03357906"
=
23 SIM &=

<iji B>

> (EERRE, WHAMWANLRREA: dBm Al asu. HILH L RZE dBm =-113+2%asu

> ARPHES, F5mEAEARKERTTA.

> T RE-A3 FRAAE ] asu IR asu VB DY 1-31, HUEBUK, (55 98T

> 5 B-A2 AT dBm AR IR, ASESI AR RTT AR, R AN R AT

fil| =

HE

S50 (dBm)

GSM

0-31

dBm=-113dBm+ 15255

TD

100-199

dBm=-115dBm+ ({5 5 5&/%-100)
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>

LTE 100-199 dBm=-140dBm+ ({25 #%-100)
GSM/TD/LTE 99 S I NE

VEME B[] A X 285 1) 2
—fEIE T, dBm=-90dBm, asu=12,

3.2.LAN &0

LAN [N RIS, 4 4 AN 28 LAN [, 43528 LAN1-—LAN4.

USR-G800V2

K

v R

B
=0

APNIZE
IPSECIZE

/ GBOOV2rtz\

S5 IRE KR NETL L Z dBm B asu, #STEEEZEN L.
TR EE R, AT AR T R AT R S e B ik AR .

WAND

LANDCT (EWIFD @
M P
(br-lan/ra0) 192. 168. 1. 1

HELHT
GEiTEf[E, 1P,
AR

DHCPE #32

<$ﬂ%1}m§ > < HHEWIFI >

£ WY
{ @ﬁ@ﬂ%
S\

& 24

HEWAND

WAN_4G1

LAN OIhgEREE

LAN

—RRaE

T
DHCP/DNS
FiE
BEHE
[EEez
QoS
FOFEFIE
e

R

bz}

<iji B>

EREENEIDNS RS

& 25

Ry Bl v

1PVt

IPvaTRIEERS

IPvarig

223.5.5.5

192.168.1.1

255.255.255.0

114.114.114.114

BTk Oh 7m 25

MAC-HhhE: 9C:AS5:25:AA:88:49
18 377.97 KB (3753 Z0E8)
i 6.18 MB (5163 £HE8)

IPv4: 192.168.1.1/24

IPV6: FDD1:4CAB:8150:0:0:0:0:1/60

LAN OgERE

> BRIAEASHY TP ik 192, 168. 1. 1, TS 255. 255. 255. 0. ASHal LB, LN 1P &ich
192.168. 2. 1 CF 8Bt i b s R i k)

> WIFI 2 01 (WLAN 1) #rE%] 7 LAN [

> BRIAJFJE DHCP ARZ5 28 Tht. Frf Be N 28 th 48 LAN 1% #430] 3 3h 3k S 1P ik

AI{SHRYE ST AER KA

% 25 o0k
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> ARWERERAES IR
<K ] % B>
> LANFEO-YHEEEREAEEICE, Bk lan(eth0. 1), wan wired(eth0.2). wan_4g(ethl) .
wwan (apcl10) 42 F Z AN N B3R 11
> WA IRIAC S LAN 35 DR Al AR IR S I LAN PR B

3.2.1. DHCP Ih&k

LAN [1f#] DHCP Server BhEeERINTF R (RTIESCH]) , A LAN LI % 45, vl PLE SRR 1P Huhk.

APNIZE
A
IPSECIEZ= DHCPERE RS
Tk
DHCP/DNS
& | FHDHCP @ FEFEODHCE.
EEEEm Fs 100
[ @ MEtHEEn s EE.
QoS =PE 150
B ExitrSERE

BOERE

ot 12h
Bkt TEAaE

B R, 258 2m ).
26 DHCPigERE
<iji B>
> ATLLEEE DHCP yth (W P iG 54 bl DAK Mok A R B[]
>  DHCP BRI\ ZrECyG A 192, 168.1. 100 ~ 192. 168. 1. 250,
> BRI 12h OBK) , B/NATRCE 2m (434)) .
<ER>
> AAUNE S0 HAEE, Bt 12h30m WEBJESAER, LAN 15 wifi A #H .
> AR EE/NOSET, UREHEE, B0 2.5h, 30, 5m LRI E S EK.
> AR E LT 150m X FRRAARE 2. 5 /N, R E TS R .

3.2.2. DHCP/DNS

F A/ fE$E11-DHCP/DNS Abi% & . i%IhfE & LAN #2211 DHCP W B RILEH , T4 DHCP %% /7 i 70 Fid
[l 5 i 1P Mk A ENUAR IR, R REN ENAREER:, FHEOZUANAE SR E .
1 A IR I AL 226 H o 8 A MAC-Hb 36 5] 0L, IPva-Hihb /e Hudl, FHLA 0 BCAR IR .

A(EHRE S T AERRIK

b
)
X
=il
N\

3t 104
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USR-G800V2
DHCP/&HSIPIEIIE
DHCP EFEFIERESIPILSE
W
Bs B4 EAIDHCPRE
#0 MI8SE-xiaomist houji 192.168.1.172 9c:2e:al:02:bf:b0 7h 37m 57s
APNIZE USERUQI-99BUHIH 192.168.1.116 4ced:fb:6a:f4:60 10h 52m 155
IPSECIRE
T ESEAIDHCPVEIEL
EE 1Pv6 Sttt DUID (DHCPIfE—TiRE) FREE
E2 ]
EEESEIES,
ot
IEZISB
ESIEhSE
Qos
BSRAFFADHC 78, 2 H#EREHSRE
ERCIFEMEE fedich EAMAC- 1Pv4- Aok, R,
BkiE E2F MAC-Helik 1Py4 -tk IPv6 TR (758
=5
B AFEEE

E| 27 DHCP/DNS #ERH

3.3.WAN O

EEWANL] WAN_4G1 LAN

WS 0 - WAN WIRED
o=
= EEMEELES.
o
APNIZE B WEgE Bk IERRE
IPSECIRES
b IGTHIE): Oh 26m 29s
7otk = MAC-Hiki: DB:BO:AC:D0:33:34
12 991,00 KB (9269 £28)
DHCP/DNS EtheZ H3E: 788.93 KB (4889 HEER)
. IPv4: 192.168.13.100/24
sl
Y DHCPEFE Y
RIS
Qos ERDHCPITRIZEIENIE  4GRouter
B

28 WAN OEERH
<ix B>
> 1ANMEZ WAN [, WAN C1R 3B,
>  HEDHCP & /i, #4s IP. PPPOE #E5L
> BRIA TP $EEUT RN DHCP Client
<F 7 U >
> WANE:O-FHNERBEATHERE, K lan(eth0. 1), wan wired(eth0.2) . wan 4g(ethl) .
wwan (apc1i0) 2 H Z A R A N EB 1 1
> WHFRAD S WAN 2 O R R) s ISR R TR WAN B

AI{SHRYE ST AER KA 5 27 5T 3t 104
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3.4.WIFI B0

TOEk SR 35 ] ) Dl BEAE Pl Gt T P s

LANO CEWIFD <’

/ GBOOV2#\ s BEIP

WAl (br-lan/ra0) 192. 168. 1. 1

R&GiT

(EfTRI(E, IP, DHCPER %2
HEE)

<$mEI}JEE > < HREWIFI >

29 WIFI ThgEr=E

<iji B>

> G800V2 M AR A G & — AP, H T L& ] LAz N2 E 1) WLAN 4%
> SRR E 24 AN TR STA iER
> A WLAN ek 5 A28 LAN 1 H ae #7720
> WIFL KR8 55 Y6 B0 AT 100m, 75 2= 50 FEAG Y 2 IR B R0 il 72 50m A 78 75
#®9  WIFIBRiIASH
BINS 4L HiH
SSID 44 #k USR-G800V2-XXXX (/& A MAC Hitibf5 4 i)
ToLR Y WWW.USI.cn
518 Auto
Gl 40MHz
RN WPA2-PSK

FEHE G B - R A B E B 04 SSID. fE#E ML E - Tk 2 4 PB4 5 .

=0
v
IPSECIZE
EFizE TERE
DHCP/DNS | ESSID  USR-G800V2-3046 |
B ZEGET,  BASAP Y
EagE )
FEE @ lan: e

PRIEZI2HR

wan_4gl: g2
QoS

wan_wired: g%
AR

D EEERAEEENRE, BS ASTREME.

ki
=0 IEEESSID

30 SSID FFBIgERHT
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WA E, BEREITE B&IEE CRESCH, i, BPRARD .

by veird SauteEsl,: Master | $SID: USR-G800WV2-3046
BSSID: D8:B0:4C:FB:30:45
{=i8: 10 (2 GHz) | {&5%E=E: 300.0 Mbit/s

g TR T

FlEgiET, 802.11bj/g/n v

=iE auto v

31 WIFI FFXi&E R E

3.5. M4z iZ W Thik

I
B
1Pv4 ¥ | (@ Ping [@ Traceroute @ Nslookup
=
APNIZE
IPSECIEE
piv>
DHCP/DNS
F=

32 MKISHITTE
PR AR TELL ST IR, A4S Ping TH, Bef@AT TH, DNS &F TH.
> Ping j&Ping TH, W ULEEAER MR, X —MEEEk#T ping WK,
> Traceroute s&# HMEHT TH, A DLIRECYT ] — N Hidik iy, Z00d i RK i 42
> Nslookup /& DNS &F L H., W LUK A fENT A 1P Hubik.
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3.6. EHLAThAE

RS THE 1Pl

&0 usr_test 192.168.1.116 (4ced:fb:6a:f4:60)

B

APNIZE

IPSECIRE G &m0

DHCP/DNS

Bl

33 FNETE
% H A3 AT CASZEL H 0 SR A . BRI S M NS (34D, Bl “usr-pe-linux” & & AT
%, XERIfF ip Hihb 192, 168. 1. 214, IXFEHEAT LALLM F] 1P Hihk (B 56 &R
TERL: XTI TP itk 2R bkt m] DSBS (FR9ME— I A Mk o ZD)RER 5 A% DHCP/FHa
bk () LA A SRR S B

N BES: C\windows\system32\cmd.exe . . ®

oft Windows L[ff7~ 6.1.76811 .
B (c> 2009 Mi oft Corporation. %

|2 [

C:WsersAdministrator>
trator}ping usr—p
| 4], usr—pe—linux.

C:“lserssAdministratoriping usr—pc—linux

[F7E Ping usr-pc-linux.lan [192.168.1.2141 2F 32 FF7f
192.168.1.214 f{ =32 Bf[A]<1ms

192.168.1.214 f
5 192.168.1.214 =32 F[A]<1ims
SEH 192.168.1.214 B T=32 A7[Al<ims TTLA

=4, £& =B Bz EIN,

34  F#1E PING ThiE
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3.7. #OMRE

USR-G800V2
- QUSRS

EORESE. T2 BREANORSRE TEEE, BESMRINEOSMRR ERE
R

s
ik

#0

APNIZE

IPSECIZS FE
E AR (Kbit/s)
DHCP/DNS

ESS

ot

[SE=z ] E

. &

35 [PREETHEEENE

AT DAAR A 6 ph A B LR AT RO A — AN BB B, HFR 9 42 LAN [, BRI B R AT 3 E 452 200Kbps
(%) 20KB/s) , FR2 A FH IR T R4S R4 T

& sl R
=4 MGERE FiEESE

HYT RS FRSEEL, BE S

s iEEh R
WIEBGE : kT 1PHBL : 60.216.119.134
S TEHEE - 21.7KB/S HiEEE - 19.1KB/S

EEkER ? = FEIR

36 PREAMXE

4. EAN=HSF

BANCBIERES . =R, PR =RDpRetsd, Hrb, ZEIERN M g H T 6, R&SHihE.
TEACE . BT, SEEEEDR, A NRRRAEETT A PRSI .
B2 N R KRR, 158 MA A EM: cloud. usr. cn
= B FELIThRE U Bl IE Bk : http://cloud. usr. cn/document/monitor/1. html
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USR-G800V2 4= Hi Ft 4, ¥t Az (cloud. usr. cn) I HFE. LHFAH N mhrif 4.
B [EPRRRA VI 0. 24 DUEBRAERRE B S DI NP6

R EE R VI AT QR “USR Cloud” 5 AN =ARils

B AR BTG R SN RS, fE T G S N I IR

oo - + 7 3 4 L
ACL 04 A9€-6 04 AL- NV NV NV’ NV 4L\
14 WN-5% HIM

USR-G800 V2

/4G Router

4G
L1 bsmmmo uss
37 USR-G800V2 7§ {4 IF m i

USR-G80OV2 V1. 0. 24 LA AERAATF G A N RS ThaE. AT UEESHRE. MERES. OBVER
LS R SRR B IR B A EE A N o RS AL
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USR-G800V2
BARES

BEETE
=
m

EEEARFE
FHDNS RREREE(SH) 10

@ RRHEAIAT 1208
EHIIF

== FREFHE(SE) 20
BAEES D ERBE AT AT 2 B AT A0 R A
2]
FEERRFCRAR( 29) 3
ImE T ] © ERERTITATIZIE
L] RS LREESE) 20
=5 @ ERFHEFIAT 12/ I EAAT A F AV, RS AR

B LEkEmE(s) 30| W

udpES

Udpl2kEHE 205 Vv

GRS

EERESEIE AR l:‘

E| 38 USR-G800V2 E A=ZHRFZRE

4.2. A0

AN MR A G, FTUZ I E DL % RPon i s R IGO0 S A BPERRCAR D i, R ARE
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Pt FUARCE UL 78S 058 BT AT DU S 00 A IE Hg AR R YGEF N2 7 =, W~

USR-G800V2
. FEOMER
P &S AZ, az, 09 #l _KE- 19
s
= FEOminy  L2TP
: PPtP
APNZE § EEEmEmR =l =3
IPSECIRE GRE
Ttk TUN
DHCP/DNS TAP
LS SSTP
BEmH
B
QoS
B
BkiE
2
B
E 71 fEEO
(SRS S TALAEX MK (F % 51 7 3t o104
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Pt
g SERIVPNEEEIE
BB
| BN No Authby A |
i Qnly MSChapv2
RERE MSChapV2 EAP PAP CHAP
L2TP OVER IPSEC
APNIGE FEESAFESE
IPSECIHE HEPPPLSEE LERIPVEIT
— .
EREARZ: 9 E=NFESEIAES
DHCP/DNS
EENFRHEEED @ MRHEF, BT RIEERE255.255.255.255
H=
spem FEFRFESMONSESSE ¥ @ SSNEEsESaDNSESRI
P2 HT LCPIREERE 3
- EEENENICPENIEEEERECET, 0hBREseE
O
IR LCPIBREIEFE 120 ‘
ERIEELCPIBRIGEY), (MESS THEREREN
BhxkiE
BEMTU
5
IBH FIRBEER
EAFRE

@ EHAbEERNES

B 72 L2TPiIANEAR %

« JT A BEIE # S IE

SEVPNESIEN

SH3IE  No Authby

BREHTIP
APNIBE FEBSAIZE
IPSECIZE SIS
e YT
DHCP/DNS #PpPEsEa FERIPVEINTE
E= 10 EFREATIS @ BN AESHARER
fr s
: EELTFREREH @ WP, FAFRAERBE255.255.255.255
[EEe
FRRSESNONSRSE ¥ @ S0 B ESHDNSES S
QoS
BN LCPINEIEEE 3
@ EEEHEOLCPRTAEEEEESENTT, 0N ERIE
Bk
LCPIART/A)IE 120
=5 @ TIRELCPEE), (MESATERETEN
e BEMTU
FEREER
BATEES

B 73 L2TPNEARiEREF
<iB>
L2TP 3245 2 Fh & {3 0 IE(MSCHAPV2. CHAP. EAP. PAP). MPPE /% . L2TP OVER IPSec % .
BN T BE 3B AL AR 5 2.
SN T AT LR E % s 1P A .
FALSHCE W E A H B SHL.
FIHERDFT LCP (15 B 7 v i ARYE 3R EAT 1

A\

YV V V VY
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5.4.IPSec &

(M) TuemmEEss

EFigE EREE jezdahd

USR-G800V2

FElpsec
HE EEER Net-to-NetER, v
b5 fEEEed EEE v

LIEEER VPN EFUR T
=0
APNIRE R
IPSECIRE FmEd  lan
P FHTH
DHCP/DNS @ TRERA=tip/ T RIS, FD. 10.10.10.0/24
== FIRFRRE
B mREETAIPVAEE FiED. 10101010 REFQEEVAETF FlEl.@domain
st
LSS BT prasic vl
@ 1Pva i3k, AB.CD
QoS
pureoa]

BRI @ FRETHip/ TS, A0, 10.1010.0/24
e

MRS
=5 @ FRRFEETARIPVAIEEE PR 10101010 2R @EEYHAETF H2l.@domain

74 IPSec EXigE

<iji B>

> ffif IPSec: J3 38 IPSec Tk
MR IEFE:  Net—to—Net Bz (ah w210k fSUEE NS E] W 2C) . Road Warrior 3 (9 HIuh m 5
PC F M%)
fei 7 k8. v Lo ARRE A AR A a2l A bk % .
Ihfe2RA: AL N VPN & i Al VPN AR S5 2%
EEAT: AURRZIERNL T, JME—, AnfE .
A A hE, X ANATES wan_wired. wan_4g
AR hE: XFuRA TP/48 4
A § P IPSec Ak LRy 7 W B 1 RS, W1 i%+E Road Warrior B2 o, NIARREIHS.
Xt F- s TPSec % i PRI 5 X J 7 X G
AUHFRIRST: BEAREAME, AT PUA TP B4, EEEA EE XA e
XfmARiR, ALY TP Bisk4s, VEREEA HE XArne

\4

V V V V ¥V V V V VY

-
XHombRIRAF: 8T

AI{SHRYE ST AER KA

b
9
v
=
H
—
o
e
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ExME A

IPSEC 155
NEEEERIPSec VPN |, BEEEEEE
P

i

#0
APNIZE EFIDPOE
IPSECIES
IKEHNE  3DES-SHAL v
JoEE
DHCP/DNS IKELRRA] | 28800
@ 6 : #72E - 1-86400 23A : 28800
=
SAE®R  ESPY
BeSiEh
e BT ESPINZ  3DES-SHAL v
QoS ESPE&ER 3600
s @ Unit: second, Range: 1-86400, Default: 3600
[Daples=] &, Main v
A SIEEEEEIIE(PFS)
75 IPSec SRiZE
> Jash DPD AGll: 2155 HZThae, FT8RREH.
> DPD IF[] R R . & BIEHASI (DPD) A B [H] [A]RE -
> DPDEAMIFA]: BB IEREAI (DPD) RIS I [H]
> DPD #fE: W EEEAT I HERAE .
> IKE fhn#: BB IKE B . 5687 . DH 2%,
> IKE Adw i . W& IKE MEar A, A8, BRL: 28800.
> SARA. T Benl LLIEHE ESP A AH
> ESP % kB RInE 7. e &
> ESPAdwfHl . W& ESP v, #67: s, BL: 3600
> G PhRa B B, AR R A AR
> SUERMAETINE (PFS) « 4 R4TH, WS A PES, fHIUAEH .
> AIET R BTSRRI R R UETT R
EE:

MBI, T4efriEs: H £ B4 ISAKMP SA established 15&, &A1& IPSec VPN B3,

5.4.1. Road Warrior fi=

Road Warrior #30 F AN A, %8N —BOE7E— N\ G281 i FH ZE 18 AS U ) 5028 & 6 P9 35 kR 4%
[ £ 34 455 «
AL IP: 192.168.13.66

USR-G800V2 “=igHzs" 5BFAl

G800V2 WAN 1. 192.168.13.13
G800V2 LAN 1: 192.168.1.1

HEFALAC E

E W E /etc/IPSec.conf fil/etc/IPSec.secrets, HCE5E)E, I ERINL.

AI{SHRYE ST AER KA

e

54 U1 3 104
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config setup
#interfaces=%defaultroute
protostack=netkey
plutodebug=all
plutostderrlog=/var/Log/pluto. log
nat_traversal=y
virtual_private=%v4:192.168
oe=off

#include setc/ipsec.d/examples/no_oe.confT

conn road
left=192.168.12.66
leftid=@left
Lleftnexthop=%defaultroute

right=192.168.13.13
rightid=@right
rightsubnet=192.168.1.0/24
rightnexthop=%defaultroute

authby=secret

1ke=3des-mds

t# phase 1 ##
exchange=1ke

phasez2al
compres
pfs=no
type=tunnel
Buto=add

76  IPSec i 1
% 2 3 A

2
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ExME A

USR-G800V2 “=igHzs" 5BFAl

USR-G800V2

APNIZE

IPSECIZE

TR

DHCP/DNS
5=
EFEER
(R
QoS

ERLI# RS
e}

R

%% TPSec &N E

Fr=lpsec
bz il
e
Thaess®
EREF
Fimizl]

Fim T

EFiag SRRE pe=iishA

d

Road Warrior &3, ¥

BESER ¥

VPN EREEE Y

test

wan_wired v

192.168.1.0/24
@ TRZ=FI=ip/ T RHER fii. 10.10.10.0/24

FRIEAE  @right
@ tRRFEEETAIPVAlEEE BN, 10.10.10.10 IZRE@EEYHES Flil.@domain
SEERiE 192.168.13.66
@ IPva 1B, AB.CD
TR
@ FRIZ=rA=p/ T &R fiI0. 10.10.10.0724
TRtRAE  @left
@ R AIPVAlESE FiE0. 10.10.10.10 EFE@EEYAET Ffl.@domain
77 IPSec MK 2

wE
B
v s BHRDPDEN [0
&0 IKEfIE  3DES-MD5 B
APNZE IKES®REE 28800
@ 26 : #0358 - 1-86400,25A : 28800
Fk sazm  Esp|-|
Bl L ESPIZ  3DESMDS |-
Fil=
ESP&fEER 3600
BEER @ Unit second, Range: 1-86400, Default 3600
PIEEET £ Main
QoS
SEEHAFRNE(PFS)
£WAN
. R SecretB
701 T sesses &
2
78  IPSec Mk 3
TERT KBS K: GSOOV2 Fr) WAN I S %52
BI{EERAYE ST ALIERRI(K % 56 U1 3L 104
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BXRE A USR-G800V2 “=ESIse” isBIERR

USR-G800V2 EESYN-floodisll ¥
EEASEREE

ws N EE
S

wagE S

S

Xl = #5 NIEHE ISR R IPEISHhE MSSi
B3
TTEIRRA & %
lan: lan: 27 & | = W% #wE R BEv
I Bk
i
- & %

79 IPSec iz 4
IXARE GROOV2 FENLFLZRAC & 52 ik, HJH—F G800V2, 1 LAFHFNLIE L G8OOV2 ) wifi, 4RJG1E L
ping FHLHY IP, Eb]Dng i, EE%&iilRoad Warrlor'ﬁ%iﬁ%&iﬁﬁilﬂ Blan: FWFPREA IP: 192.168. 1. 114

rnnt@edu u1rtua1 machlne -# ping 192.1¢ :

PING 192.168.1.114 (192.168.1.114) 56(8¢ s of data.

64 bytes from 192.1¢ .114: 1cmp_reg=1 63 time=486

64 bytes from 192. .114: 1cmp_reg=2 63 time=202

64 bytes from .114: 1cmp_req=3 =63 time=643 ms

64 bytes from .114: 1cmp_reg=4 3 time=1784 ms
64 bytes from .114: 1cmp_req=5 63 time=777 ms

64 bytes from .114: 1cmp_reqg=6 =63 time=1581 ms
.114: 1cmp_req=7 63 time=583 ms

.114: 1cmp_req=8 63 time=619 ms

.114: 1cmp_req=9 63 time=8.62 ms

o o Oh
Co 00 0
(o]

-
]

(7]
(4=}

(7]
(4=}

64 bytes from
64 bytes from
64 bytes from

(7]
(4=}

[l e e B el B e B e I e R
o
oo
N el

(%71
(4=}

--- 192.168.1.114 ping statistics ---

9 packets transmitted, 9 received, 0% packe 5, time 8045ms
rtt min/avg/max/mdev = 8.623/725.247/1784.277/541.355 ms, pipe
root@edu-virtual-machine:~# |J

80 IPSec Mk 5

5.4.2. Net-to-Net Fi5,

N

N

N A TEIRT,

|
L\\

Net-to-Net A N, 208 H — B AN A [F] sk B AH BUOEAE, B3R A8 A 7N/
SEILGE R I AR 7~ 2z e, REm] Az 5 =K.

ZE451 3«

RFFBE -

G80OV2 [{Ifi & : WAN [1: 192.168.13.167 LAN [1: 192.168.20.1, T FfJ pc: 192.168.20. 214
G806 MMt & : WAN [1: 192.168.13.165 LAN [1: 192.168.1.1, M ¥ pc: 192.168. 1. 177

ISV E E T AVIEARI(K(E % 57 W 3L o104
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USR-G800V2 “=igHzs" 5BFAl

USR-G800V2

DHCP/DNS

FHE
EpiEm
LM
QoS
B[S
BAskis
5

1B

b7

BRES

#=0
APNIZE
IPSECIEE
7ok
DHCP/DNS
FHE
sl
IR BT
QoS
ERLI#RER
e |
R

1B

DA SR«

Eag SREE EEEE

FRITREE

prusic i

R T

Purainistey

Net-to-Netix, v
s v

VBN EFR T

test

wan_wired ¥

192.168.20.0/24
@ FRETS=ip/ RIS, P, 10.10.10.0/24

@client.com
9 TRREEERAIPVAIBEE B 10101010 iEE@EENMET FE1.@domain

182.168.13.165
@ IPv4 il AB.C.D

192.168.1.0/24
@ TATAip/TRERS, . 10.10.10.0/24

@server.com
1© FRREEERAIPVABEE B, 10101010 H2F@EENHET PR1.@domain

81 IPSec Mk 6

Exas o= kRS

F=lIpsec

ThaEeR

EREF

Fimiwl]

FiRTH

FimtFRE

b il

PSroER

FimtRRET

154

Net-to-Netis, 7
hEgE v

VPN BBEEE Y

test

wan_wired v

192.168.1.0/24
@ FFE=rraztip/ FRIER FI. 10.10.10.0/24

@server.com
@ TREEET/IPVAlELE BN, 10.10.10.10 ER@ESENAIEF FlEN.@domain

192.168.13.167
IPv4 i, AB.CD

192.168.20.0/24
FRIZT AT p/FRIEE, filg. 10.10.10.0/24

@client.com
TR IPVAlBEE B0, 10.10.10.10 HEF@SEVHNET Fill.@domain

82 IPSec Mk 7
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5 T
BER: C\windows\system32\cmd.exe =L :

s™Administrator?>
“Administrator’>

Ping 192.168.1.177 |

192.168.1. BE: &5 ns TTL=62
192.168.1.177 B = Tl s TTL=62
192.168.1. :f : B]=ims TTL=62
192.168.1.1 ' . 2 ims TTL=62
192.168.1.17 s TTL=62
192.168.1. E 8]=1ms TTL=62
192.168.1. a5 2 . TTL=62

C=sUzsers“Administrator:
C:“Users“AdmninistratorPping 172.168.20.214

IEtt Ping 192.168.20. 214Lfi$§ 32 9 ;

e : =32 1|m— TTL=88
= 192.168.26.214 o TTL=88
H 192.168.208.214 [[0]; : ol TTL=88
tH 192.168.28.214 B[O =3 T|B8]=ims TTL=88

¥ 84 G806 THY pc

5.5.0penVPN &%

B, Ak TUN (2% fAR ) B TAP (MR -

USR-G800V2
HEWAND WAN 4G1 LAN
s

:ze2g

v R

Rt e s

APNEE EATEEL: Oh 8m 15 .

LAN
IPSECIRE - & o
&R it 12.24 MB (9638 a2 S

ok A= 1Pv4: 192.168.1.1/24

1PV6: FDD1:4CAB:8150:0:0:0:0:1/60
LTS WEfTHEE: Oh 7m 525
e LT MAC- il 32:37:74:78:65:8E
- 9 ik 11.86 MB (9313 Bt & X
=AM ethl A% 413.00 KB (5321 Hiizt)
. 1Pv4: 10.71.211.39/28
RIS E WAN_WIRED AR Oh Om Os

MAC-Hiht: 9CA5:25:AAB8:49 .
et = 1000 B (0 228 L
. G $5%: 56.84 KB (160 HeEA)
B G FnmERvPNED.

=t /

¥ 85 fIEREO

(SIS S TAAERRI Ok %59 1 3t 104
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USR-G800V2 “=igHzs" 5BFAl

USR-G800V2

RE
{623

v P
APNiZE
IPSECEE
T
DHCP/DNS
El=
BEREE
PR BT
QoS
EEMSE
EkiE

pizh]

FEA U B I B S HURRE -

USR-G800V2

wE

RS
APNZE
IPSECIZE
ToEE
DHCP/DNS
E=
BiEm
[EE=e
QoS
SR
e

PR PIIESEE TUN (B p AR ) 3L TAP (AR D) -

JEiE MY UDP BE TCP

SO

FEONER

openvpn
@ & A-Z, az, 0.9 /1 _ KE- 19

sFEOmmy, PPt

 EEEER

PPtP
L2TP
GRE

TAP

SSTP

86 flJZ OpenVPN ¥

WAN _4G1 OPENVPN

&[] - OPENVPN

ESmalEn.

HEWAND LAN

#i%  TUN

TCP/UDP i&fE  UDP

EE-mO 1194
FimEl  lan
P il

= 1 0.00 B (0 5iEE)
tun-openvpn %% 0.00 B (0 5634)

87 EXEE

Aui# e 1 L& wan wired. wan 4g, ARAEECH 7 LA FIE A R .

>
>
> Ui OpenVPN 2% )7 it T W I vk 1T &
>
>

REHINE: RS ASI TP/4 A%

- MARERESHURRE:

AI{SHRYE ST AER KA

% 60 7T

It

7N

104
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BXEE A USR-G800V2 “=ISHISE” isBIFAR

RS
e

#0
APNIZE MEERE  Blowfish CBC ¥
IPSECISH
RE wEEE
Tk
EBLIOER
DHCP/DNS
e Keepalive @2
o] Tun MTUIRE
PR CP MS!
Qos
EATLS
RO
PR Auth Key
g
B AEECATES

88 OpenVPN S4i&E
J& F VPN JIg 55 2% SEIAS I . v DAORAIE vpn 78 573 5 W S AT k.
InEE bR e BIE N FRAERLFE: Blowfish CBC. AES-128 CBC. AES-192 CBC. AES-256 CBC. AES-512 CBC
TR0 o
W75k SHAL. SHA256. SHA512. MD5
S LZ0 E4i: 5 FHEE AR EaE A LZ0 E47.
Keepalive & : ERiIAAN 10 120
TUN MTU %8 3 E@EE M MTU{E, 1007 VPN IR &R R — 2.
TCP MSS: TCP ik i 5 K7 BOK /M
TLS Enable: =&7%/8 H#f7 TLS #7720
TLS NIEEHH: 2 2% 502 IS 5
AR CAUEFS: ARG EEFNZE i A FL I CA UEFS
AR PumiEty: & e s
AL P i 1 A AR
e
&0 SR SS AR, ca B, FEIET, BuEH, TLS WIEHH, XU ER S AR L.
> AFBIRRER SO, A F UEFS A 250 70l 52 ) 10 B 5 TR S L ) o AR ATE rh D]
ff$: linux F OpenVPN k%% imMAC B

A\

YV V. V V V V V V V VY

R
By

vV

AI{SHRYE ST AER KA % 61 TU 3t 104
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USR-G800V2

"=IRHER" RIBFA

slort 1194

proto udp

dev tun

user nobody
nogroup

pe
keepalive 10 128
topology subnet

"dhcp-option DNS
"redirect-gateway defl
crl-verify crl.pem

Byp;as- ]

ersion-min 1.

3 1 ISA-WITH-AES-128
status
erb 2

openvpn.log

89  linux T OpenVPN PR iRic &

5.6.GRE &%t

B gz

USR-G800V2

APNiZE

IPSECRE

DHCP/DNS
FilE
B
[ZES2
QoS
EOERE
e

Rt

HEWAND WAN_4G1 LAN

WE

EATHIEE Oh 8m 155
MAC-Hisht: 9C:AS:25:
U 523.90 KE
5 12.24 MB (9638 EEER)

1Pv4: 192.168.1.1/24

IPV6: FDD1:4CAB:8150:0:0:0:0:1/60
EATHEIEE Oh 7m 525

MAC-Hshi: 32:37:74:78:65:BE
8- 11.86 MB (9313 ZEEE)

FGE: 413.00 KB (5321 Zize)
1Pv4: 10.71.211.39/28

BATHIIE: Oh Om Os

MAC-High: 9C:AS:25:AABB:49
4 0.00 B (0 Zei=t)

H: 56.84 KB (160 Zagt)

LAN

br-lan

WAN 4G1
E‘VM
WAN_WIRED
=

G EAERVPNEEDL...

# 90 fUEREO

& Bx

& M

& M

AI{SHRE S TV ER Rk
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USR-G800V2

BUEESHEEC

B FEOpossR | are
i @ EEES: AZ, 2z, 0-9 f1 _ KB 19

» FRONMY  GRE
PPtP
APNIRE [P =EES 2L =3
IPSECIE GRE
otk TUN
DHCP/DNS TAP
= SSTP
BEES
2 T
Qos
RS
e ]
=5
B
91 fI#¥ GRE #0
« BARWE SHURRE

USR-G800v2

‘GRETEST WAN_4G1 HEWAND

brd

=
L5 EERsslEs.
=
APNIZE
IPSECIRE
®iEs = i 0.00 B (0 HaiEt)
7 o i 0.00 B (0 2H24)
DHCP/DNS
FHE Y  GRE
SiEm T
MIEEiZET
FiBiE
QoS
=P
SR EiEkEERLE
ks ES el Sy

ELS

92 GRE &E&EE=E

> xRl X GRE f WAN [ TP Mkl

> ARuidhib: AUERH wan wired . wan 4g fUHhhE, PPERIEERERIA .

> mumfEIE L XS GRE BEIE 1P, X5 E - MRS AT DUZ 4 N R R

255.0.0.0 "L RY IP/8+ 255.255.0.0 R LLE iK% IP/16. 255.255.255.0 7] LA J% IP/24. 255.255.255.255 0] LA

5k IP/32
wltn: 172.16.10.1/24

> ARuygPgiE 1P: AHh GRE FEiE 1P Huhk
s BRI E S BURRE

AI{SHRYE ST AER KA % 63 U 3t 104
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BXRE A USR-G800V2 “=ESIse” isBIERR

EERERER.

APNIZE

IPSECIZS

- TIL 8

DHCP/DNS ] REMTU

Fia

e e

e
Qos

ZWAN

RsERIEE

e

93 GRES&ERE

> TTL % HE: BE GREEIEM TTL, 2RIA 255
> WHE MIU: WHE GRE@IEM MTU, ERIA 1400
. PR

e e e RE AU LB — > GRE I 5545 -
ip tunnel add gre—test mode gre remote 192.168.13.13 local 192.168.13.66 ttl 255
ip link set gre—test up
ip addr add 10.10. 10.2 peer 10.10.10.1 dev gre—test
WAT5EE, ifconfig H— FE&H % —1A gre-test MR, {HZXA ping 10.10. 10. 1 &G

root@edu-virtual-machin 1fconfig
ethe Link encap: Lkl = i b Ty :Bc:29: 'Ff 1f:ds
inet Hagk: ;
inet6 Hifgk:
inet6 Hifk:
inet6 H#hik:
UP BROADC

Link encap y CO-AB-8D-42-80 )0-00-00-00-00-00
inet #afhk:10.108.106. 3 10 g 5
inet6 #hfik: f 2 r

DOINTOPOINT

root@edu-virtual-machin #|ping 18.16.18.1
PING 10.10.10.1 (10.16.10.1) 56(84) bytes of data.

94 GRE Milif 1

(SIS S TAAERRI Ok %64 TU 3t 104
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by MRS S EUF 25, 7E G800V2 1) GRE AL B FUHISARMINACE . M RPN G, BEIEIFE 1P, B,
i RT3 2 2 R R

Sfms
FaEast
SimiEaTs

P s A=

95 GRE ,muﬁtz
o RN AR, X HATLL ping % 7 i fFFEE T

root@edu-virtual-machine:~# ping 18.10.19.1

PING 10.10.10.1 (18.16.108.1) 56(84) bytes of data.

64 bytes from 10.10.10.1: 1cmp_reg=1 ttl=64 time=1.2:

64 bytes from 10.19.10.1: icmp_reg=1 ttl=64 time=1.24 ms (DUP!]
64 bytes from 10.18.16.1: 1cmp _reg=1l ttl=64 time=1.24 ms (DUP!)
64 bytes from 10.10.10.1: icmp_reg=1 ttl=64 time=1.24 ms (DUP!])
64 bytes from 10.19.10.1: icmp_reg=2 ttl=64 time=1.03

64 bytes from 10.18.16.1: 1cmp _reg=2 ttl=64 time=1.03 ms (DUP!)
64 bytes from 108.18.10.1: icmp_reg=2 ttl=64 time=1.03 ms (DUP!)
64 bytes from 10.10.10.1: icmp_reg=2 ttl=64 time=1.03 ms (DUP!)
e ¥

--- 18.16.18.1 ping statistics ---

2 packets transmitted, 2 received, +6 duplicates, 0% packet loss, time 1082ms
rtt min/avg/max/mdev = 1.837/1.143/1.249/0.1084 ms

root@edu-virtual-machine:~# J
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10.6. AT+SYSINFO

Ditie B 2515 R
il AT+SYSINFO
+SYSINFO: operator, mode
ZH openrator (J&7E ) : CHINA-MOBILE #F [E# 5

CHINA-UNICOM H [E Bt
CHN-CT. CHINA-TELECOM [ Hi{
mode ( M Z5Hil5) : 2G Mode
3G Mode
4G Mode

Z& A5 HKi%: AT+SYSINFO
iR [A]: +SYSINFO: CHINA-MOBILE, 4G Mode

AI{SHRYE STV ERRIK % 96 Bl It 104
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10.7. AT+CELLULAR

iRE B 5 2% 1 X 4G/3G/2G
fnil AT+CELLULAR
+CELLULAR : mode
ZH mode ( PHZ& =) ¢ 2G Mode
3G Mode
4G Mode
Z& A5 J2i%: AT+CELLULAR
iZ[A: +CELLULAR: 4G Mode

10.8. AT+NETSTATUS

B Al LRI
A1 AT+NETSTATUS

+NETSTATUS : STATUS

iR [A]: +NETSTATUS: 4G

ZH STATUS ( P22 7Y) . wired. 4G. s
2445 JZi%: ATH+NETSTATUS

10.9. AT+HWVER

D A 46 BRI RA S
i) AT+HWVER
+HWVER : HWVER
ZH HWVER = BEHRIRA S
BNl ik AT+HWVER
R[] +HWVER: “19006. 1000. 00. 01. 74. 14”

10.10. AT+CSQ
e B YIS T RE S R
] AT+CSQ

AI{SHRYE STV ERRIK % 97 B3t 104
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+CSQ: rssi
S rssi: BIE SHRETRR
Z& 45 Ki%: AT+CSQ
i [E: +CSQ: 31

EE: AR S TES RERE S 2/3/4G WA IR, X0 8R.

> USR-G800-43V2 7 #ip=iZ%
& rssi: EIE SEETER

R asu fERK7R; asu FIVERIN 1-31, FUEBCK,

> USR-G800-42 V2 5 #ip= &5

EReE iy sy

& rssi: UGS IREER
# 13  GSM#IXmE X &

0 NFEZETF-113 dBm
1 -111 dBm
2...30 -109...-53 dBm
31 KT 8%%T-53 dBm
99 R Jn B AN ] ]

& 14  TD#HIXMEIXHR OBZ 100 /)
0 /NF-115 dBm
1...90 -115...-26 dBm
91 KT 8%%T-25 dBm
99 R Jn BAS ] ]

%= 15

LTE HIXBRET X Z (R 100 /&)

0 /NT-140 dBm

1...96 -140...-45 dBm

97 KT 8% T-44 dBm

99 NS N ]
10.11. AT+WANN

e A BEH B B WAN 1 TP (DHCP/STATIC)
A AT+WANN
+WANN:mode, address, mask, gateway
ZH mode: Mg 1P 5. static: ##S IP, DHCP: IS IP
address: IP bk
mask: TR
gateway: [k,

BI{ERA0E TV IERRI(K

098 UL 104
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245

Kik: ATHIWAN

IR [A]: +WANN:DHCP, 10. 1. 179. 202, 255. 255.

255.252,10. 1. 179. 201

10.12.

AT+WANN

ife /% E lan DTC, HERG

i) AT+LANN
+LANN: ip, netmask

wWHE AT+LANN=1ip, netmask
+LANN: OK

e IP: LAN [
netmask: F MG,

254 Kik: AT+LANN
jx[Al: +LANN:192. 168. 1. 1, 255. 255. 255. 0

wWH:
AT+LANN=192. 168. 2. 1, 255. 255. 255. 0
+LANN: OK
10.13. AT+UPTIME

|

Uit B A JA BN R (R HIE TR )
i) AT+UPTIME
+UPTIME: seconds, time
S seconds: RGBT HISFIEL
time RGUEATH R B L 4
BNl Ri%: AT+UPTIME
iR [E]: +UPTIME: 4761, 1:19
10.14. AT+PDTIME
Uit ) W A% 25 72 B[]
il AT+PDTIME
+PDTIME: Y-M-D, H:M: S
ZH Y-M-D: WA HE. AL H
H:M:S: WA 4
25 Ki%: AT+PDTIME
JR[Al: +PDTIME:2020-03-27 10:14:33
(SRS S TALABXRI(k ¥ 99 w3t 104
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10.15. AT+BUILD

e ) 2 PRI (8]

fnil AT+BUILD
+BUTLD:W, M, D, H:M:S, CST, Y

SR WM, D: BRI . AL H
H:M:S,CST, Y :  &&REMFHIERR . . B BX. FE

2445 Ji%: AT+BUILD

jx[Al: +BUILD:Thu Jun 4 14:35:19 CST 2020

10.16. AT+CLEAR

e WE W) wE

il AT+CLEAR
+CLEAR : ok

BNl Ki%: AT+CLEAR
&[] +CLEAR: 0K

TER: K& AT+RELD [FIFEREGSSCBURE ) W EIfE, SR FUEREE HT 5 1) ATHRELD #54

10.17. AT+REBOOT

Ihik HF W&

A AT+REBOOT
+REBOOT : 0K

BNl i%: AT+REBOOT
&[] +REBOOT: 0K

ER: KiE AT+Z FIFERESSEOUR R ) e B IhRE, AR E BT 5 10 AT+Z 154

10.18. AT+LINUXCMD

Thae PUAT linux a4 I HIRFIFATE S
i) AT+LINUXCMD=cmd

+LINUXCMD: result

AI{SHRYE STV ERRIK % 100 BT 3L 104
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25451 RKi%: AT+LINUXCMD=pwd
JR[A: +LINUXCMD: /bin

&VE LR [EE BT 10 /7 R EIRAT 10 TN
248 od AUl H s

AI{SHRYE ST AER KA 5 101 5 3% 104
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11. BRREFR

2w R NV BARA IR 7
Mo Bk ARG TFEE PR KRS L =SB P RO A RE 12 E L 13 2

M 3E: http://www.usr.cn

P CFFHG: http://h.usr.cn
HE #6: sales@usr.cn

B i%: 4000-255-652 2i# 0531-88826739

BANBF: SO TR S AR A
AT BANENEHE!
PR R WE MRSE

ANEH: REHNE BEEBY HRABRK RER

12. T EHH

ASCRARIZ AR EIRR AUV AT, R DAW7R B, AR IR & s e 5 U8R P AR RIR AR AT
B AE L7 i (R B A 2 R AR A A I SR 2 4, A FIEARSE M L E ST, JFH, BRI A i (1
AN/ B FRIA AT AT s BRI R 4R OR B0 7 il RO i R G P I, S P BG4 R, RS el e
PR ARG SE I A B OR . A W) T BE BB X 7 RS L7 b R B 25, AN AT I8 A

ISR E = AL PIERRD Ok 5102 5 3L 104
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13. EHHE

B4 hR A

V1.0.1

V1.0.2

V1.0.3

V1.0.4

V1.0.5

V1.0.6

V1.0.7

Vv2.0.0-Cloud

V2.0.1-Cloud

V2.0.2-Cloud

V2.0.3-Cloud

V2.0.4-Cloud

V2.0.5-Cloud

V2.0.6-Cloud

V2.0.7-Cloud

V2.0.8-Cloud

V2.0.9-Cloud

BHAS
fil]3r
BSOS 4 )
T V1.0.18 [E A& A T
TEHTR A
RAHERR, B SR N
BASOR ., IRACHERR . 1B IR A 2
N SIM 15 5 58 B 7R U B
EREETFEVHREE NS, WINE NS T EHEUH

B AT 1525, BumSss ThatsE, e A= Thaef
B R 2

HABAEANZEWAE. Bk RE RN BOERAR
Eek SN i3 L5 SO PREE+ i — 13

BEOCRIE N L PR BRI

&k WiFi 24, 2 1B s

B AT+CSQ 1R 2R [BI15 B Hid H iR 5
EE8 IPSec A FRIRAR B B A AR

BIEHARSHINB A RN
MiBx WiFidog ThREN . BIER RN

B AR, BIEEIRAR . BEEARSHIR A

DAL ER 7 A

EHRE

2017-11-13

2017-11-17

2019-09-16

2019-12-12

2020-02-21

2020-04-16

2020-06-16

2020-06-28

2020-07-02

2020-07-04

2020-07-09

2020-09-05

2020-09-21

2020-10-29

2020-12-16

2021-01-20

2021-09-26

AI{SHRE S TV ER Rk
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